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Hoanraxa u §§Q§{s§fmmﬁmﬂm}§% GezomacHoCTH
B MBYJ1O JIFOCHUI T'O 3ATO r.®oxnno

I OBIIME TTOJIOXKEHMS

. HacTosias IonuTHKa undopmanmonHot  GesonacHocty  (paiee -
JonuTuka) yreepwpaerca mupextopom MBY IO JIJOCII I'O 3ATO r. ®oxuso u
{ SJBIET MEPONpUATV, TPOUEAYPH ¥ MpaBuwia 1o 3aumre uHbopManmy B
“t*-;fsmaiiﬁmﬁﬁﬁfx cuctemax MBY IO JIFOCII I'O 3ATO r.®oxnno.
L2 Tonoxesns vacroseit [Homuruxu pacnpoCcTpaHsioTes Ha CHIEeAYIOLMe
wgopmannonusie MBY IO JIOCHI 'O 3ATO r.dokuno:
= cermenT [ YC «KoHTUHTeHTT.

H

1.5, Tonoxenns Hacrosweld Honurnky o6s3aTenbHbl K HCTIONHEHNIO IS Beex
iL3oBaTeNne  ykazamHbBIX B M. 1.2 pHOOpMAaUMOHHBIX cHcTeMm  (Jaree
HONB30BATENN), A TakKe IS aiAMHHHUCTPATOpPOB 0€30MaCHOCTH W CHCTEMHBIX
AMMHY (CTPaTopoB (panee - ADIMUHHCTPATOPHI ).
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= CBEJISHWSL, CBI3AHHBIC C KOMMEPUECKON AeITeNbHOCTBIO, JOCTYII K KOTOPhIM
arpardueH B coorpereTBHM ¢ IpamknasckuM xoaekcom Poccuniickol qx.ﬁ@g}&i..{%
LHBIMY 3aKOHAME (KoMMepueckas TaifHa).

1.5, Ueasvy nactosuest [oauTuKY 9BISIOTCH:

= obecrnevueHue KOHPHUASHINATBHOCTH, LENOCTHOCTH, JOCTYITHOCTH
saviaeMol uHQOpPMalUK; i

- IPEROTBPAIIeHTE YTeYeK 3aMiIlaeMoll “HQOPMaLNg;




YTBEP/XKJIAIO

Hupextop MBY 10 «JFOCIII
'O 3ATO r.®okuHO
H.A.IlecrepeBa

« » 20 T

HonuTnka nHGOPMANMOHHOK 0€30IIACHOCTH
B MBYJ1O JIOCHI I'O 3ATO r.®oxkuHo

1. OBIUE ITOJIOXEHUA

1.1. Hacrosimass mnonutuka WHGOPMALMOHHOM Oe3onmacHocTH  (nanee -
[Tonmutuka) yreepxkaaercsa aupekropom MBY IO AHOCII I'O 3ATO r. ®okuHo u
OTIpeNIeNIACT MEpPONpPUATHS, TPOIECAYpPhl M TpaBWia MO 3amuTe HHPOpPMAIUU B
uHpopmanronnbix cucremax MbYJIO JJFOCIL T'O 3ATO r.®okuHo.

1.2. Tlonoxenuss Hacrosimied [loJUTUKK pacnpoCTpaHSIOTCS Ha CICAYIOIINE
unpopmarronusie MBY 10 JHOCIHI 'O 3ATO r.®okuHO:

— cermeHT [ UC «KoHTHUHreHT».

1.3. Tonoxxenus Hactosmei [lonuTrku 00s13aTeNbHBI K UCTIOTHEHUIO JUTsl BCEX
nojib3oBareNieil  ykazaHHbIX B 1. 1.2 uWHGOPMAIMOHHBIX cHCTeM (nanee -
[lonb3oBaTenu), a Takxke I8 aJIMUHHCTPATOPOB OE30MACHOCTH U CHUCTEMHBIX
aIMUHUCTPATOPOB (Hanee - AAMUHUCTPATOPHI).

1.4. B cootBercTBUMM ¢ npuka3oM [Ipesuaenta Poccuiickoit @enepannu Ne 188
ot 6 mapra 1997 roma k cBeeHUSIM KOH(PHUISHIIMAIBHOTO XapakTepa (3alluinaeMou
unpopmanun) B MBY IO JITFOCHI I'O 3ATO r.®OKUHO OTHOCATCS:

— cBeJieHUs O (akTaX, COOBITUAX M OOCTOSITEIBCTBAX YACTHOM IKU3HU
rpaKJaHUHA, TO3BOJISIONINE HUACHTU(PUIHUPOBATh €ro JUYHOCTH (IEPCOHAIBHBIC
JAHHBIE), 32 UCKIIFOUEHUEM CBEJICHHI, MOJJIEKAIIUX PACIIPOCTPAHEHUIO B CPEACTBAX
MacCcoBOM MH(pOPMAaIIUK B YCTAHOBJICHHBIX (heIepaTbHBIMU 3aKOHAMH CITy4dasiX;

— CBEJICHMSI, CBS3aHHBIE C TMPO(ECCUOHANBHONW AESTEIBHOCTHIO, JOCTYI K
KOTOpbIM OrpaHr4eH B cooTBeTCTBUM ¢ KoHctutyumen Poccuiickonn denepanuu u
denepanbHBIMU  3aKOHAMU  (BpadeOHas, TallHA  TEPENMHCKH, TeledOHHBIX
MEPETOBOPOB, TIOYTOBBIX OTIPABICHHM, TeaerpadHbIX WM UHBIX COOOMIEHUN M TaK
nanee);

— CBEJICHUS, CBSI3aHHBIE C KOMMEPUYECKOU NESATeIbHOCTBIO, JOCTYIl K KOTOPHIM
OTpaHUY€H B COOTBETCTBUMHU C ['paxmanckum kojexkcom Poccuiickoit Denepannu u
dbenepanbHBIMU 3aKOHAMH (KOMMepYecKast TaifHa).

1.5. lHensmu HacTosmen [lonuTUKY SABISIOTCS:

— o0ecreueHue KOH(PUAEHIIMATBHOCTH, LEJIOCTHOCTH, JOCTYITHOCTH
3amuinaemMoi nHpopmanuu;

— MpelIoTBpalleHNEe YTEeUEeK 3aluiaeMoi nHPpopMaIny;



— MOHUTOPUHTI COOBITUM O€30MacHOCTH M pearupoBaHWE Ha WHIMJICHTHI
0e30IMacHOCTH;

— HeWTpanu3anus akTyaJlbHBIX yrpo3 0€30MacHOCTH HH(OPMALUH;

— BBIIIOJIHEHHE TpPeOOBAaHUU JEMCTBYIOIIETO 3aKOHOJATENbCTBA IO 3AILUTE
uH(pOopMaIu.

1.6. B nacrosmeid IloauTuke HCHONAB3YIOTCS TEPMHHBI W ONpEETICHUS,
YCTAaHOBJIEHHbIE 3aKoHOAaTeNnbCcTBOM Poccuiickoit ®enepaunn 06 uHbOpManuy,
MH()OPMAIIMOHHBIX TEXHOJIOTHSX M O 3aluTe WHOOpMAlUM, a TaKKEe TEPMHUHBI U
OIpEJICNICHHs], YCTAHOBJICHHbIE HAIIMOHAJIBHBIMU CTaHAApTaMU B OOJACTH 3aIlUThI
uH(pOpMaIIH.

1.7. Hacrosimas Ilonutuka pa3zpaboTaHa C y4eTOM TMOJOKEHHH CIEeAYIOLIUX
3aKOHO/IATEJIbHBIX 1 HOPMATUBHO-TIPABOBBIX aKTOB:

— Menepanbhbiit 3ak0H Ne 149-D3 ot 27 urons 2006 roga «O06 unbopmarmmy,
uH(OpMaTHU3AIMU U 3aITUTE UHDOPMALIUN,

— @enepanbublid 3ak0H Ne 152-D3 ot 27 urona 2006 roga «O nepcoHaIbHBIX
JAHHBIX);

— «TpeOoBaHUsg K 3allUTE MEPCOHANBHBIX JAHHBIX TMPU HUX 00paboTke B
UHOOPMAIIMOHHBIX ~ CHCTEMax  MEpPCOHAJIBHBIX  JAHHBIX»,  YTBEPXKICHHBIC
[ToctanoBnenuem IpaButensctBa PO No 1119 ot 1 Hosi6pst 2012 rona;

— «TpeboBanus o0 3anuTe HHGOPMAIIUHU, HE COCTABIISIONIEH FOCYJapCTBEHHYIO
TallHy, coJep)Kalleiics B TOCYIapCTBEHHbIX HWHGOPMAIIMOHHBIX CHUCTEMAaX»,
yrBepxkaeHHbIe TprKazoM @CTIK Poccuu Ne 17 ot 11 despans 2013 roxa;

— «CocTaB M coaepKaHHE OPraHU3alMOHHBIX M TEXHUYECKUX MEp MO
oOecrieyeHUI0 OE30MACHOCTH MEPCOHANBHBIX JAaHHBIX MpU HX 00paboTke B
MH(GOPMAIIMOHHBIX CHCTEMAaX IMEPCOHANBHBIX TAaHHBIX», YTBEPKIACHHBIA MPUKA30M
OCTIK Poccun Ne 21 ot 18 deBpans 2013 roxa;

— METOJUYECKUM JIOKYMEHT «Mepsbl 3aIUTHI uHOpMaIUH B
rOCy/IapCTBEHHBIX MH(POPMAIMOHHBIX cucTteMax», yTBepxkaeHubii @CTOK Poccun
11 derpans 2014 roxa;

— «CocTaB W colaepKaHHE OPraHU3aLMOHHBIX M TEXHUYECKUX MEp MO
oOecrieueHUI0 0O€30MaCHOCTH TMEPCOHANBHBIX JAHHBIX TIpu UX 00paboTke B
WH(OPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JAaHHBIX C HMCIOJIb30BAHHEM CPEICTB
Kpunrorpaduyeckor 3amuThl HHPOPMAIMHA, HEOOXOTUMBIX IS BBITIOJHEHUS
yctaHoBieHHbIX [IpaButenscTBoM Poccuiickoit @enepanuu TpeOOBaHUM K 3allUTE
MEPCOHAIBHBIX JAHHBIX ISl KaXJAO0T0 U3 YPOBHEW 3aLIUMIIEHHOCTHY, YTBEPKIAEHHBIE
npukazoM OCb Poccun Ne 378 ot 10.07.2014;

— «llonoxxenne o pa3pabOTKe, MPOU3BOJCTBE, PeATM3AUUU U SKCIUTyaTalluu
muGpOBATBHBIX  (KpunTorpaduyecKux)  CPEACTB  3alUThl  WHOOpMAIUn,
yTtBepkaennoe npukazoM OCbh ot 9 dpespans 2005 Ne66;

— «MHCTpYKIIMST 00 OpraHu3au M OO0ecCreYeHnn Oe30MaCHOCTH XpaHEHUS,
o0paboTKM W Tepedauyd IO KaHallaM CBSI3M C HUCIOJb30BaHUEM CPEJICTB
Kpunrorpadpuuecko 3amuThl HUHPOPMAIMK C OrPAaHUYEHHBIM JIOCTYIIOM, HE
coJieprKallleld CBeJICHUM, COCTAaBJISIOMINX TOCYJIapCTBEHHYIO TalHY», YTBEpXKICHHAs
npukazom OAIICH ot 13 urons 2001 Nel52.



2. TEXHOJIOTMYECKHWE ITPOLIECCHI OBPABOTKH 3AILMIIJAEMOI1
NHO®OPMAILINN B UHOOPMAILIMOHHBIX CUCTEMAX

2.1. B nanHom paznene Hacrosimieil [lonuTUku onmucaHbl TEXHOJIOTHYECKHE
mporecchl  00paOOTKM  pa3MWYHBIX BHUJIOB  3allluillaeMoi  uHOpMaNUM B
unpopmarmonnslx  cucremax MBYJIO JIOCII TO 3ATO r.®okuHo.
Anmunuctparopel u Ilonp3oBarenu, AONylIeHHbIE K 00pabOTKEe TOHW WIM HHOU
3amum@aeMoil nHpopmanuu, o0sa3aHbl MPOU3BOAUTH 00PaOOTKY 3TOM MH(POpPMalLIMK B
COOTBETCTBHUM C COOTBETCTBYIOIIMMH ONUCAHUSAMH TEXHOJOTMYECKUX MPOLIECCOB
00paboTKH MHPOpPMALIUU, TPUBEJECHHBIX B TAHHOM pa3Jelie.

2.2. Texnonornueckuii  mporecc  0OpaOOTKM  MEPCOHANBHBIX  JAHHBIX
corpynaukoB MBY J10 JJFOCII I'O 3ATO r.®okuHO

2.3. Texnonoruueckuii mnpouecc 0OpaOOTKM Ha BaKAaHTHBIE JOKHOCTH B
MBY 10 JHOCIHI T'O 3ATO r.®okuHO

2.4. Texnonoruueckuii mporecc oOpabOTKHU MEPCOHANBHBIX JIAHHBIX KIUEHTOB
Ha BakaHTHbIE qokHOCTH B MBY 1O JIOCIHI T'O 3ATO r.®okuHO.

3. IIPABUJIA n IMPOUEAYPBI NAEHTUOUKALIMN "
AYTEHTUOUKALINN [TOJIB3OBATEJIEN I'c, [TOJIMTUKA
PABI'PAHUYEHUA JOCTVYIIA K PECYPCAM I'UC

3.1. C uenpio cOOMIOAEHUS TPHUHIUIIA MEPCOHATBHOW OTBETCTBEHHOCTH 32
cBou geuctBug kKaxaomy corpyanuky MBYJIO HIOCHI T'O 3ATO r.®okuHO
nonyiieHHoMYy K pabote ¢ pecypcamu cermenta [ IC «Kontunrent» (manee - I'MC)
NPUCBaNBAETCSl YHUKAJIbHOE MM (YUeTHas 3alKCh MOJIb30BATENs), 1MOJ] KOTOPHIM OH
Oyznet peructpupoBathes U pabortats B ['MC.

3.2. [lox yuetHol 3anuchio Ilonp3oBarens MOHMMAETCS y4eTHas 3aluCh JIs
nocTymna K naHGopMannoHHOH cucteme B qomene Active Directory.

3.3. Ucnonb3oBaHue OMHOTO M TOTO K€ MMEHHM TOJb30BaTElNsi HECKOJIbKUMHU
M0JI30BaTEMSAMU (WJIM TPYIIIOBOTO UMEHH JJIsI HECKOJbKUX Toiib3oBareneil) B [IC
3aIpPEILEHO.

3.4. llpouenypa peructparnuu nonb3oBatenss [ UC mna corpyanunka MBY 1O
JIOCII T'O 3ATO r.®okuHO, U NPENOCTaBICHUS €My (WM U3MEHEHHUs €ro) IMpas
noctymna k pecypcam ['MMC uHunmnupyercs 3asBKOM PYKOBOAUTEINS MOJIPA3ICIICHUS, B
KOTOpOM pabotaet 3ToT corpynnuk. dopma 3asBku npuBeneHa B [Ipunoxenun Ne 1
K Hactosimen [lonutuke. B 3adBke yKka3bIBaeTCs:

— COJIepKaHUE  3alpallliBaeMblX  U3MEHEHHUH  (peructpauusi  HOBOTO
nonb3oBarens [MC, ynanenue ydeTHOW 3amuicu MOJIb30BATENs, PACIIUPEHUE WIIH
Cy)KeHME TOoJHOMOYMH W mpaB jgoctyna K pecypcam [MC  panee
3apEeruCTPUPOBAHHOIO MOJIB30BATENS);

— JIOJKHOCTH (C MOJHBIM HaMMEHOBAaHUEM MOjApa3zeieHus), pamunus, ums u
OTYECTBO COTPYAHUKA;

— MOJHOMOYMSI, KOTOPBIX HEOOXOJMMO JIUIIUTh MOJIL30BATENSI WU KOTOPHIE
HE00X0UMO J00ABUTH MOJIB30BATENIO (MyTEM yKa3aHUs pelllaeMbIX MOJIb30BaTelIeM
3agay B ['NC);



— 3a8BKY BHU3UPYET aJIMHHHUCTpATOp O€30MacHOCTH, yTBEpKaas T€M CaMbIM
BO3MOXKHOCTh JIONYCKa (M3MEHEHUs TMpaB JOCTYyIa) JAaHHOTO COTPYAHUKA K
HEOOXOUMBIM JIJIsl pEIIEHUsI UM YKa3aHHbBIX 3a/1a4 pecypcam ['NC.

3.5. AamuHucTpatop Teped  BU3UPOBAHUEM  3aiBKU  OCYIIECTBISACT
BEepPU(PHUKAIUIO T0JIb30BaTeNs (MOATBEPIKIAET €ro JIMYHOCTh), a TAKXKE YTOUHSCT €ro
JOJDKHOCTHBIE W (DYHKIIMOHAJbHBIE OOSI3aHHOCTHM M COIMOCTaBISIET HX C
TEXHOJIOTHYECKUMU TIpolieccaMu 00padoTku uHGOpMaIliU, ONTMCAHHBIM B pazjene 2
Hactosien [lonmutuku. Jonyck Ilons3oBareneit k oOpabotke mnpopmanuu B 'MC
MPOU3BOAUTCS HA OCHOBAHMM 3aBU3MPOBAHHONW AJIMHHUCTPATOPOM  3asiBKH,
coctaBieHHOW 1o ¢opme, npuBedAeHHON B Ilpunmokenun Ne 1 k Hacrosien
[Tonutuke. [Ipu BU3MPOBAHUM OUYEPENHON 3asiBKU AJMUHUCTPATOP OCYLIECTBISET
AKTyaJIN3alMI0 CIEAYIOIINUX JTOKYMEHTOB:

— NOJIO)KEHWE O pa3rpaHdueHuu mnpaB jgoctyna B cermente [HC
«KonTtunrent» (mpu HeobxoaumocTH, [Ipunoxenue Ne 2 k nHacrosieit [lonutuke);

— Ilepeuens null, TOMKHOCTEH, CIIyKO U TIPOIIECCOB, JOMYIICHHBIX K paboTe ¢
pecypcamu cermenta [MIC «Kontunrent» (Ilpunoxkenune Ne 3 k Hacrosmien
[TonmuTuke).

3.6. [Tocne Bu3MpoBaHUS 3aiBKH AJMHHHUCTPATOP OMPEIEISCT THUIl yUETHOU
3anucu (BHYTPEHHUM TMOJIb30BaTEb, BHEIIHUHN I0JH30BATENIb, CUCTEMHAsI, yUeTHas
3aMUCh NMPUJIOKECHUS, BpEMEHHAs!, TOCTEBast) U IPOU3BOJIUT HEOOXOIMMbIE HACTPOHKHU
C3U or HCHA wu dopmupyer ydeTHYH 3amWch M TEpBUYHBIA mapoib. JlaeT
o3HakoMuThcs ¢ uHCTpyknueit Ilons3oBatens ['MIC mox pocmuck, cooOmiaeT
MOJIb30BATEN0 UICHTU(UKAIIMOHHBIE JaHHble U nomyckaeT k padore B ['UC. Ilocne
nomycka k pabore B ['MC, Ilonp3oBarens camocTosiTeNbHO (opMUpYET Mapoib
J0cTyna K CBOEH YYETHOM 3amucu B COOTBETCTBUM C TpeOOBaHUAMH paszjena 3
WNuctpykuuu [ons3zoBarens 'NC.

3.7. Ilo okOHYaHUM BHECEHUS M3MEHEHHMU B CIHCKHU IOJb30BaTEICH B 3asBKE
JeaeTcss OTMETKAa O BBINOJHEHHM 3ajaHud. VIcnojHeHHas 3asiBKa XpaHUTCA Yy
AJIMUHUCTpATOpPa U MOXET OBITh HCIOB30BaHA JJII BOCCTAHOBIECHHUS TOJIHOMOYUN
noJib3oBaresniel mocie coboeB B padore 'MC, a Takke 1 KOHTPOJIS MPAaBOMEPHOCTH
HaJu4usi y KOHKPETHOTO TOJIb30BaTENs MPaB JOCTyNa K TEM WJIM MHBIM pecypcam
I'MC npu pa3bope HHIMICHTOB OE30MaCHOCTH.

3.8. lnsa mpoBenenus BpemeHHBIX paboT B [MIC coTpynHMKamMu CTOPOHHHX
OopraHu3anuid MpeAyCcMOTpeHa TOCTeBas BpeMeHHash ydeTHas 3amuch «Guest».
JlanHast ydeTHasi 3amuch OTKJIIOYEHA U aKTUBHPYETCS (HaIenseTcs HeoOXOIUMBIMU
MOJITHOMOYHUSIMH ) TOJIBKO TIPH HEOOXOTUMOCTH. Bee paboThl OT UMEHM TaKOUW YYETHOU
3alMCH MPOBOJASTCA TOJIBKO MOJ KOHTPOJIEM AIMHUHUCTPATOPA.

3.9. B xadecTBe Momenu pasrpanmueHus aoctymna k pecypcam ['MC BeiOpana
ponesast mozaenb. [lonp30BarenaM Ha3HAYAETCS POJIb B PA3rPaHUUUTEIILHOM CHCTEME
I'NC B 3aBHCHMMOCTH OT BBIIIOJHSIEMBIX JOMIKHOCTHBIX OOS3aHHOCTEH M 3a1a4 H,
COOTBETCTBEHHO, B 3aBUCUMOCTH OT HEOOXOJAMMOCTH MO AOCTYNY K T€M WU HUHBIM
pecypcam I'MIC. O6sA3aHHOCTH W 3a7a4yu IOJIb30BaTENICH OMPEACISAIOTCS UCXOI M3
TEXHOJIOTUYECKUX MPOIIECCOB 00pabOTKH HMH(OpMAIMKU, ONMUCAHHBIX B pasziene 2
Hactosimen I[lommTuku. Onucanue Bcex Bo3MOXkHBIX pojer B ['MC mpuBeneHo B
[Tpunmoxennn Ne 2k Hacrosmen Ilomurtuke. Ilomumo yweTHBIX 3anmcen
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[lonb3oBaTeneil MOCTYN K CUCTEME IMOJY4YaloT Pa3IMYHbIE CHUCTEMHbIE CIYXObl U
ITPOLIECCHI.

3.10. [lepeyenp nui, UX JODKHOCTEM, a Takxke CIyk0 U TIPOLECCOB,
JOMYyIIEHHBIX K padote ¢ pecypcamu [ IC u conocraBisieMble UM POJIM MIPUBEJEHBI B
[Ipunoxkennu No 3 k wHacrosimed I[lomutuke. AaMHUHUCTpaTOp oOecrneuruBacT
ornepaTuBHOE OOHOBJIEHUE U aKTyaJIbHOCTh JAHHOTO MEePEyHS.

3.11. [lepeyeHb mnoOMEIIECHUM, B KOTOPBIX paspelieHa paboTra ¢ pecypcamu
I'UC, pacnonoxenbl TtexHuueckue cpeacrsa ['MC, a Takke mepeyeHb JHL,
JNOMYILIEHHBIX B 3TH MNOMelleHus npuseaeH B lIpwioxkennn Ne 4 k Hacrosmen
[lonutuke. AamuHucTpatop oOecrneynBaeT  oOnepaTUBHOE  OOHOBJIEHHE U
aKTyaJbHOCTb JAHHOTO MEPEYHS.

3.12. Unentudukanus # ayTeHTU(DUKALUMS HA CETEeBOM O0OpYAOBAHHUU
(KOMMYTaTOpbl, MapUIPYTU3AaTOPbl, TOYKM JOCTYNa MU T. JI.) pa3pelieHa TOJIbKO
aMUHUCTpAaTOpaM O€30MaCHOCTH, CUCTEMHBIM aIMUHUCTpATOpaM M COTPYIHUKAM
CTOPOHHEW oOpraHu3aiuu, npousBoAsuM pabotel B cetu MBYJIO JIFOCII T'O
3ATO r.QokvHOHa JOTrOBOPHOW OCHOBE IOJ KOHTposieM AaMuHucTparopa. [lpu
BBOJIE B JKCIUIyaTal[MI0 CETEBOTO OOOpPYJOBaHUS HA HEM OOS3aTEIbHO MEHSIOTCS
UACHTU(PUKALUOHHBIE UM ayTeHTU(UKAIMOHHBbIE  JaHHbIE,  YCTAHOBIICHHbIE
IPOM3BOJIUTEIIEM YCTPOMUCTBA IO yMoa4aHuto. HoBble uieHTH(UKaMOHHbIE TaHHbIC
Ha CETEBBIX YCTPOWCTBAX JOJKHBI COOTBETCTBOBATH YCTAHOBIEHHOW NapOJbHOU
MOJINTHKE.

3.13. Ilomw3oBatensm 3amnpernieHsl Jro0bie AelictBus B [MIC no mpoxoxkaeHus
npoleaypbl HICHTU(UKAMKU M ayTeHTU(UKAMU B CcHCTeMe. AJIMUHHUCTPATOPY
paspeniaeTcs psia ASUCTBUM 10 MPOXOXKACHUS UISHTU(PUKAMN U ayTeHTU(DHUKAIIUY B
I'C B psge ciyyaeB. YCIOBHS, IPU KOTOPBIX pa3pelIalOTCs TaKHe ACHCTBUA U
NEepEUYeHb pa3pelICHHbIX JCHCTBUU IsI AJIMHHUCTpaTOopa OO0 MPOXOKICHUS
nporueaypsl uaeHtTudukanuu u ayreatugukanuu B ' MIC nepedyucnens! B myHKTe 5.9
UHCTPYKUHUHU AJIMUHUCTPATOPA.

4. ITPABUJIA U ITPOUEAYPEI VIIPABJIEHWA MTHOOPMAIIMOHHLIMU
I[TIOTOKAMMU

4.1.C uenpl0 ONpeNeieHUsT pPa3pelICHHBIX MaplIIpyTOB MPOXOXKACHUS
uH(pOpMAIN MEXIY TOJIb30BaTENIIMH, YCTpOicTBaMH, cerMeHTamMu B pamkax ['MC,
a TaKkke MeXAy WH(OOPMAIMOHHBIMU CHCTEMaMH W TPU B3aUMOJIECUCTBUU C CETHIO
Nutepuer YCTaHaBIIUBAIOTCS npaBuiia U IpoLIEeypbl yIpaBJIEHUs
WH(OPMAITMOHHBIMU MTOTOKAMHU.

4.2. Koutpons u ¢unbrpanus uHOOpMAIMOHHBIX MOTOKOB Mexay [MC u
BHEIIHUMHU TEJIIEKOMMYHUKAIIMOHHBIMU CETAMH OCYUIECTBISAETCS C IOMOUIbIO
MEKCETEBOr0 IKPaHa.

4.3. llns koHTpodst ¥ GuibTpanuu HHOOPMAITMOHHBIX MOTOKOB Mexay [ UC u
BHEIIHUMHU  TEJIEKOMMYHUKAIITMOHHBIMU CeTMM  BbIOMpAaEeTCs  MOJUTHUKA
«brokupoBaTh Bce, KPOME SIBHO pa3pelIeHHOTO». Takasi MOJUTUKA BEIOpaHa C 1EJIbI0
WCKJIIOUYCHUSI BO3MOXHOCTM Jnoctyna Ilonp3oBartenel k calTtamM ¢ BPEJOHOCHBIM
COJICP’)KUMBIM, a TaKXe K (DUIIUHTOBBIM caiiTaM (CailTbl, UMUTHUPYIOIIUE JpYyrue
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JerajibHble CalThl € UENbI0 KPaKHU ayTEHTU(OUKAUMOHHOW W/WIAM JUYHOU
unpopmanmu ITlonb3oBateneit). Takke Takas MOJUTHKA BbhIOpAHA UCXOIS U3
MPAKTUYECKON HEBO3MOXKHOCTH OJIOKMPOBKHU BCEX (DUIIMHTOBBIX CAaWTOB U PECYpPCOB
C BPEJIOHOCHBIM COJIEP’KUMBIM TIPU BBIOOpE MOMUTUKHN «Pa3perieHo Bce, KpoMe SBHO
3alpeUICHHOT 0.

44.C uenpl0o peanusalMd  TOJUTUKA  KOHTPOJdS W (QUIbTpalUH
nHpopManoHHbIX MOTOKOB MexAy ['MC u BHEMIHMMHU TEIEKOMMYHHUKAIIMOHHBIMHU
ceramu  «brokHUpoBaTh BCE, KPOME SBHO PA3PEUICHHOTO» YTBEPKAACTCS CIHCOK
paspemarmmx IpaBul B3aUMOJICHCTBUS C BHEIIHUMHU TEJIEKOMMYHUKAIIMOHHBIMU
ceramu, npuBeAeHHbId B IIpunoxkenun Ne 5 k nHactosimei I[lonutuke. J[aHHBIN
CIIUCOK  MOET OBbITh JIOTIOJIHEH Ha OCHOBAaHUW  CJIY)XEOHOM  3alUCKU
AJIMUHHCTPATOpPY C yKa3aHueM OO0OCHOBaHHUS JOOABJIEHUS TOTO WU HHOIO
pecypca/caiiTa/mpoToKoIa/IopTa B CIIUCOK pa3pelieHHBIX.

4.5. AaMuHuCTpaTop 00€clneurnBaeT COOTBETCTBUE HACTPOEK MEKCETEBOIO
skpaHa npuBegeHHOMY B Ilpunoxkenun Ne 5 k Hacrosmen Ilomuthke crnucky
pa3penIuTEIbHbIX MPAaBUIL.

5.1IPABUJIA W TIPOLEJAYPHI  VYIIPABJIEHMS YCTAHOBKOU
(MHCTAJIALIMEN) KOMITIOHEHTOB [TPOI'PAMMHOI'O OBECIIEUEHU A

5.1. B T'MC pa3pemieHO HCHOJb30BAHUE TOJBKO TOrO MPOTPAMMHOIO
oOecrieueHusi, €ro KOMIOHEHTOB, YTWIHT U APaiiBepOB, KOTOPbIe HEOOXOIUMBI IS
oOecrieueHus:  (QYHKUMOHUPOBAHUS  WHMOPMAIMOHHOM  CHUCTEMBI, a  TaKke
HEOOXOJMMBI  JUIsl  BBITIOJHEHUS  CIIY’)KEOHBIX  (JIOJDKHOCTHBIX) — 00sI3aHHOCTEH
MI0JIb30BATEIISIMH.

5.2. Ilepeuens paszpemnieHHoro nporpammuoro obecneuenusi B 'MIC onpenenen
B [Ipuioxxenuun Ne 6 k Hacroseit [TonuTtuke.

5.3. YcTaHOBKa MpOrpaMMHOr0 0O€cCleueHusi, €ro KOMIIOHEHT, YTUIUT U
IpailBEpOB  OCYLIECTBIISIETCS TOJBKO CHCTEMHBIMU  aJMHUHUCTPATOpPAMHU  HIIH
aIMUHUCTPATOpPOM O€30MacCHOCTH B CcOOTBeTCTBUU ¢ [lpunoxenuem Ne 6.
[Tonp3oBaTensiM 3ampeiieHa ycTaHOBKa JII000T0 MPOrpaMMHOTO oOecriedeHus (anee
- I10) B 'C.

5.4. Ilonp30oBaTenb UMEET MPABO MOJATH 3asBKY B BHJIE CIIY>KEOHOU 3alMCKU Ha
BKJIIOUEHHE B cnucok paspemeHHoro B ['MC mnporpammHoro obOecrneyeHus,
HEOOXOIUMBIX €My JUIsl BBITIOJIHEHUS CIIYKEOHBIX (JIOIKHOCTHBIX) OO0S3aHHOCTEH
nporpaMM, YyTWIUT, JApaiiBepoB. B Takoil ciyxeOHON 3amucke 005S3aTeNbHO
YKa3bIBaeTCsI OOOCHOBaHUE HEOOXOAMMOCTH BKJIIOUEHHS B OTOT CIHCOK HOBOTO
nporpaMMHoro ooecrneyeHus. Cpok pacCMOTpPEHHUs 3asiBKM JOJDKEH COCTaBJISATh HE
Ooiee 3 pabounx JTHEH.

5.5. AIMUHHUCTpATOp €KEMECSIHO C MOMOIIBI0 MHCTpyMeHTa XSpider 7.8.24
MPOBOJUT TPOBEPKY COOTBETCTBHS COCTaBa IporpamMmHoro obecmnedenuss B ['MC
criucky paspemieHHoro [10. B ciiydae BbISIBIEHHS MOCTOPOHHETO MHPOTrPAMMHOIO
oOecrieueHus, CO3BIBACTCS IPpyIa pearupoBaHusi HA MHIMUACHTbl HHHOPMAIUOHHON
0e30MacHOCTH, KOTOpasi JEHCTBYET B COOTBETCTBUM C HHCTPYKIMEH 1O
pearupoBaHUI0 HAa UHIUJECHTHI HH()OPMALIMOHHOM 0€301aCHOCTH.

6



6. SAIIIUTA MAIIMHHBIX HOCUTEJIEM MHO®OPMAILIMH, KOHTPOJIb
NHTEP®ENCOB BBO/IA-BBIBO/JIA, TAPAHTMPOBAHHOE YHUYTOXEHHUE
NHOOPMAILINU

6.1. OnHOl M3 OCHOBHBIX L€ 3J0YMBIILIEHHUKOB SIBISIOTCS MalIMHHbBIE
HocuTenn uHpopMauuu, ucnoinbdyemble B I'MC nns xpanenus u o6paboTKu
3amuimaeMot uHpopmanuu. Mcxonas WX 93TOro, 3aliuTa MAaIIUHHBIX HOCHUTENEH
uHpopmaiuu (kak B ctaiiuoHapHbix APM u cepBepax, Tak 1 MOOMIIBHBIX/CHEMHBIX )
ABJIETCS KJIFOUEBBIM 3BEHOM MOJUTHKU MH(pOpMaruoHnHoi 6e3onacHoct MBY 1O
JIOCIHI I'O 3ATO r.®okuHoO.

6.2. Yuer MamIMHHBIX HOCHUTENIEH OCYIIECTBIAECTCS AJIMUHUCTPATOPOM B
COOTBETCTBYIOIIUX JKypHaidaxX. AJIMUHHUCTPATOpP HECET OTBETCTBEHHOCTh, 3a
JIOCTOBEPHOCTh M CBOEBPEMEHHOCTb CBEJEHUH, OTPaKEHHBIX B JKypHaJle YyueTa
MaIIMHHBIX HOCcUTENEeH nHPOpMALIUH.

6.3. BMbY 1O JIOCHI T'O 3ATO r.dokuHOYyYETY MOJIexKaT:

— ChE€MHBIE MAaIlIMHHBIE HOCUTENHU UHpopMaruu ((Id1I-HaKOMUTETH, BHEIIHNE
HAKOITUTEIU Ha KECTKUX JTUCKAX U MHBIC MOI00HBIC YCTPONCTBA);

— MOPTAaTUBHBIE BBIYUCIUTENIbHBIE YCTPOMCTBA, MMEIOUIUE BCTPOCHHBIC
HocuTenu uWH(opmanuu (HOYTOyKH, HETOYKH, IUIAHIIETHI, COTOBbIE TeIe(POHBI,
U(PPOBBIE KaMepbl, 3BYKO3ANMCHIBAIOUINE YCTPONCTBA U WHbIE AHAJIOTUYHBIE I10
(YHKIIMOHAIBHOCTH YCTPONCTBA);

— MalIMHHbIE HOCUTENW HH(OpPMAalMKM, BCTPOEHHBIE B KOPIIYC CPEACTB
BBIYHCIIUTENIBHON TEXHUKH (HAKOIIUTEIN Ha )KECTKUX JUCKAX).

6.4. Yuer MamMHHBIX HOcCHUTeNeHl HWH(pOpMalKUKU BKJIOYAET IMPUCBOCHUE
PErMCTPALlMOHHBIX (YYETHBIX) HOMEPOB HOCUTEISIM. B KaduecTBE perucTpaliMOHHBIX
HOMEpPOB MOTYT HCIIOJNb30BaThCsl UACHTU(UKALMOHHBIE (CepHiiHbIE) HOMepa
MAalIMHHBIX HOCUTENEHW, NPHUCBOCHHBIX IPOM3BOAUTEISIMM OTHUX MANIMHHBIX
HocuTeneld uH(opManuy, HoMepa HHBEHTApPHOIO y4yeTa, B TOM YHUCJIE€ UHBEHTapHBIC
HOMEpa TEXHUYECKUX CPEACTB, UMEIOIIUX BCTPOCHHBbIE HOCUTENU WHGPOpMaLUU, U
WHBIE HOMEpA.

6.5. [Ipy wucnonb30BaHMM B COCTaBE OJIHOTO TEXHUYECKOIO CpeACTBa
MH(POPMAIMOHHON CHCTEMbl HECKOJBKHX BCTPOCHHBIX MAIIMHHBIX HOCUTENIEH
uHpOpMaIui, KOHCTPYKTHBHO OOBEIMHEHHBIX B €IMHBIM pecypc [UIsl XpaHEHUs
uHpOpMaIUH, AOMYCKAETCA MPUCBOCHUE PErHCTPAlIMOHHOTO HOMEpa TEXHUYECKOMY
CPEIICTBY B LIEJTIOM.

6.6. ATMUHHCTpAaTOp MAapKUpPyeT CHEMHBIC MAIIMHHBIE HOCHUTEIH U
MIOPTAaTUBHbBIE BBIYMCIUTEIBHBIE YCTPOMCTBA, UCIIOJIB30BAHUE KOTOPBIX PA3PEIICHO 32
npeaesaMu KOHTPOJIUPYEeMOW 30HBI M HH(MOPMALMOHHONW CHUCTEMBI U JeNaeT
COOTBETCTBYIOLLYI0O OTMETKY B >KypHaine. lcrnonap3oBaHHE HEMapKUPOBAHHOIO
COOTBETCTBYIOIIMM  0o0Opa3oM  HocuTedass  uHDopMauuu  3a  MpeleraMu
KOHTPOJUPYEMOM 30HBI W/WIIM MH(OPMAIIMOHHONW CHCTEMBI SIBISETCS HHIMIACHTOM
MH(OPMAILMOHHON 0€30IIaCHOCTH U PACCIIENYETCs] B yCTAHOBIEHHOM HOPSIKE.

6.7. Ucnonb30BaHrWe HEYYTCHHBIX ChEMHBIX HOCHUTENEW W/WIN TMOPTATUBHBIX
ycTpoicTB (B ToM umcie Jnunbix) B ' IC 3anperieHo.
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6.8. HeBO3MOXHOCTh MCIIOIB30BAHUS HEYUYTCHHBIX CBHEMHBIX HOCHUTEIEH
uHpopmaluu obecrneunBaerca mnyTeM nOporpaMMmubix Hactpoek C3U ot HC/I.
Hactpoiikamu HeyuTeHHble HOCHUTENH HWHPOpMAIMU OJOKUPYIOTCA Ha BCEX
crauroHapHbix ycrporctBax ['MC. IlonbITkn MCNONb30BAHUS HEYUYTEHHBIX ChEMHBIX
HocuTenel uHopManuu (GUKCUPYIOTCS CpPEACTBaMU. TaKue MOMBITKU SBISIIOTCS
MHIUJEHTaMU 0€30MacHOCTH U PACCIEIYIOTCS B YCTAHOBIEHHOM MOPSJIKE.

6.9. HeBo3MOXXHOCTD HCIIOIB30BaHUS HEYYTCHHBIX TTOPTAaTUBHBIX
BBIYUCIIUTEIBHBIX YCTPOHUCTB 00€CTIEUNBACTCS MYyTEM OpraHU3alluu ayTeHTU(DUKAIIUU
B cucteMe He ToibKo nojbs3oBatens ['IC, Ho u camoro ycTpoiicTBa 1Mo HECKOJIbKUM
napamerpam (ums ycrpoiictsa, IP-anpec, MAC-aapec u apyrue).

6.10. HeBO3MOXXHOCTh MCTOJIb30BAHUSI HEYUTEHHBIX MAIIMHHBIX HOCUTEJIEH B
CTAllMOHAPHBIX YyCTpoOMCcTBaX oOecrneuuBaeTcss MyTeM (QU3UYECKOro KOHTPOJIS
JIOCTYNa B COOTBETCTBUM C HMHCTpyKiusmu I[lonp3oBarens u AaMuHUCTpaTopa, a
TAaK)KE€ IyTEeM TMPOBEACHUS TMEPUOJAUUYECKUX MEPONPUITHI 10 WHBEHTApU3ALUU
pecypcoB 'MMC 1 KOMIUIEKTHOCTH TEXHUYECKUX CPEJICTB.

6.11. N'apanTUpOBaHHOE  YHHMUYTOXXEHUE (cTUpaHWe) uHOpMaMK  Ha
MaIlTUHHBIX HOCUTEJISIX OPTaHU30BBIBACTCSI AJIMUHUCTPATOPOM B CIIyUasixX:

— BO3BpAILICHUS Y4TEHHOTO CHEMHOTO HOCHUTEIS uHopManuu
AJIMHUHHUCTPATOPY;

—npu BBOAE B OKCIUIyaTal[dl0 HOBOTO MAIIMHHOTO HOCUTENS WU
TEXHUUYECKOTO CPEJICTBA CO BCTPOEHHBIMHU HOCUTEISIMU HH(OPMAITNH;

— [pU Tiepefaue HOCHUTENss MHPOpMAalMM B CTOPOHHUE OpraHu3anuu (B TOM
qHClie U JUIsl IPOBEJICHUSI PEMOHTA TEXHUYECKOTO CPEJICTBA);

— MPU YTUITU3AINH TEXHUYECKUX CPEJICTB.

6.12. YanutoxkeHnue (cTupanue) WHGOpPMAIMM HA MAIIUHHBIX HOCHUTEISAX
JOJIKHO MCKJIIOYaTh BO3MOXKHOCTh BOCCTAHOBJICHUS 3allUIaeMOld HH(POPMAIIUU.
KoHTponb  HEBO3MOXKHOCTHM  BOCCTAaHOBJICHHS  YHMUTOXXKCHHOW  HMH(OpManuu
POU3BOJUTCA AJIMUHUCTPATOPOM C TOMOIIBIO CIEIHUATU3UPOBAHHBIX YTHJIHUT I10
BOCCTAHOBIICHUIO HH(POPMAIIUH.

6.13. [Ipy BO3BpallleHHMH YYTEHHOTO CBEMHOTO HOCHTENS WHGOPMAIUN
ITonb30Bartenem, a Takke IIPU BBOJIE B AKCIUTYaTallM0 HOBOIO MAIIMHHOTO HOCUTENS,
uH(poOpMaIsl YHHUYTOXKAETCS MyTeM ucnonb3oBanusi Mexanmsma C3U ot HCJ]
3atupanus (HaiyIoB CIydaitHOM OUTOBOM MOCIEA0BATENIbHOCTHIO.

6.14. Ilpu nepenaue HOocHUTeNss UHPOPMAIIMK B CTOPOHHUE OpraHU3aIuu (HE C
1IeJIbI0 TIepe/ladyl Ha HeM WH(GOpMAIu), B TOM YKCJIE U JUIsl PEMOHTa HOCUTENS WIIH
TEXHUYECKOTO CPEJICTBa, MH(MOPMAIUS YHUUYTOKACTCS MyTeM MOJIHONH MHOTOKPATHOU
mepe3anucyd MAIIWHHOTO HOCUTENsl WH(OpMAaIuu  ClelnuadbHBIMH  OMTOBBIMU
MOCJIEI0BATENILHOCTSIMU, 3aBUCAIIMMHU OT THUIIA HAKOMUTENS M MCIHOJb3YEMOTO
METO/Ma KOAWpOBaHUS wuH(PoOpManuu. 3aTeM TPOU3BOAMTCS OUYMCTKA BCETO
($u3HIECKOro MPOCTPAHCTBA HAKOMUTEISI, BKIIOUasi COOMHBIE M PE3EPBHBIC DJIEMEHTHI
MaMATH CIICUATU3UPOBAHHBIMY MPOTPAMMAMHU W YTHIUTAMU TTPOU3BOTUTEIIS.

6.15. B cayuasx yHWYTOXEHUS HHPOPMAIUHA CIOCOOaMHU, OMUCAHHBIMH B
Hacrosited  [lomutuku, AnmuHuctpatop GukcupyeT ¢GakT  YHHUUTOXKEHUS
uHpopManmu, a Takke (akT KOHTPOJs yHUYTOKeHusi uHpopmanuu B KypHaie



ydeTa MEpONpPUITUI MO KOHTPOJII0 OO0ECredYeHHs 3alluThl HH(OPMAIM B CETMEHTE
roCcy/1apCTBEHHON MH(OPMAMOHHON cucTeMbl «KOHTUHTEHTY.

6.16. Ilpu yTuin3anuu TEXHUYECKUX CPEACTB, a TaKK€ MPU BO3HUKHOBEHHU
HEOOXOIMMOCTH YHHUYTOXEHHSI MH(POPMALIMK HAa HENEpe3aluChiBAEMbIX MAaIlMHHBIX
Hocutensax (Hanpumep, CD-R), ¢usuyecku yHuuTOXKAeTCs camM MalIMHHBINA
HOCHTENb.

6.17. B cayyae (Qu3MYECKOTO  YHUYTOKEHUS MALIMHHOTO  HOCHUTEN
uH(pOpMAaIMU, COCTABISETCS aKT YHUYTOXXEHHS. AKT YHHUUYTOKEHHUS MAIIMHHBIX
HOCHTEJIEN IOANMCHIBACTCS HA3HAYEHHOW IPUKA30M PYKOBOAUTEIS KOMHUCCHEH I10
YHUUTOKEHUIO TEPCOHAJIBHBIX JaHHBIX W 1O (OopMe YTBEPKIECHHOTO akTa
YHUUTOXXEHHS TIEPCOHATBHBIX JaHHBIX.

7. VIIPABJIEHUE B3AWMOJIECTBUEM C WH®OPMAIIMOHHBIMU
CUCTEMAMU CTOPOHHUX OPTAHM3ALINN (BHEHTHMUA
NHO®OPMAIIMOHHBIMU CUCTEMAMMN)

7.1.B MBYJO JIOCII TI'O 3ATO r.®okuno ['MC ocymecTBaser
B3aMMO/ICHCTBHE CO CICAYIONIMMH BHEITHUMHU HHPOPMAIIMOHHBIMUA CUCTEMAMH

- I'NC «KoHnTHHIrEeHTY;

7.2. AnmuHHCcTpaTop ~ oOecnedywBaeT  ympaBieHHE  UH(GOPMAIMOHHBIMU
NOTOKaMH TPU B3aUMOJIEHCTBUU C BHEUIHUMHU HH(DOPMAIMOHHBIMU CHCTEMaMH B
COOTBETCTBHMHM C MPaBWJIAMU U TMPOIEAypaMu, OMHCAHHBIMU B pasjelsie 4 HacTosAIen
UHCTPYKIIHH.

7.3. Ilopsimok ~ oOpaboOTKH, XpaHEeHUS W THepeaaun HMHOOPMAUH  C
UCIIOJIb30BAaHMEM  BHEIIHUX  WH(OPMAIMOHHBIX  CHUCTEM OTIpEIEIISIIOTCS
TEXHOJIOTHYSCKUMHU TIporieccaMu 00paboTKu MH(POpMAaIK, OITMCAHHBIMU B pa3feie 2
Hacrosmnien [loauTuku.

8. IIPABUJIA MW IIPOUEAYPBI  BBIABJIEHMSA, AHAJIM3A U
YCTPAHEHUA VA3ZBUMOCTENU

8.1. BMBY IO JIOCHI I'O 3ATO r.®oKMHOB KauyeCcTBE CPEJACTBA BBISBICHUS
VSI3BUMOCTEH HCIIOJIB3YETCSl CepTU(UIMPOBAHHBIA CKaHep ys3BUMocTei XSpider
7.8.24.

8.2. AAMUHHCTpAaTOp HE peXe OJHOTO pa3a B MECSI] NPOBOAHUT TIOITHOE
CKAaHMPOBAHUE CHUCTEMbl Ha BBISIBIICHHE YsI3BUMOCTeH. B ciiyuae mnocrymieHus
uH(OpPMAIIMM W3 HOBOCTHBIX HMCTOYHHUKOB 00 YA3BUMOCTSX B ONEPAlMOHHBIX
CUCTeMaX W/WIW TPUKIATHOM IMPOrpaMMHOM obOecnedeHnn mnpumensembix B ['TIC
MPOU3BOIUTCS BHEIJIAHOBOE OOHOBJICHHE 0a3bl JaHHBIX CKAaHEpa YS3BUMOCTEH U
MOJIHOE CKAHUPOBaHWE UH(POPMAIMOHHON CUCTEMBI.

8.3. AAMUHHCTpAaTOp HW3y4aeT OTYETHl IO pe3yiabTaTaM CKaHUPOBAHUS W
MPUHUMAET PEIICHUE O HEMEJICHHOM YCTPAHEHUU BBISIBICHHBIX YS3BUMOCTEH, TMOO
0 BKJIIOYEHUU MEPOIPHUATUN MO YCTPAHEHUIO BBISBICHHBIX YS3BUMOCTEM B IUIaH
MEpONPUATUI 1O 3aluTe UHPOPMAIUMHU, B CIIy4ae €CJIM BbISABICHHBIE YSI3BUMOCTH HE
SBJISIIOTCSL. KPUTUYHBIMH, WIM €CJIUM €CTh BO3MOXKHOCThH CJIeJIaTh HEBO3MOKHBIM HX
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AKCIUTyaTallul0  MOTEHUUAJIbHBIM  3JIOYMBILUIEHHUKOM  (Hampumep,  MyTeM
OoTKJIIOYeHHsT OoTaenbHbIX APM w/unu cermentoB cetu ot HMutepuer). Ilpu
HEOOXOIMMOCTH, JJI1 aJ€KBaTHOI'O PEarMpoBaHUs HAa BHOBb BBISBJICHHBIE YIPO3bI
MoxeT cosbiBathes [ PUND.

8.4. KpuTu4HOCTh YA3BUMOCTEH MOXET ObITh YCTAaHOBJICHA KaK HA OCHOBaHUU
peiituHra ys3pumoctu no mkaire CVSS, Tak MU Ha OCHOBAaHUU OLIEHKH PHCKOB
uHpopmarmonHon 6ezonacuoct B coorsercteuu ¢ 'OCT P UCO/M3BK 27005-2010
«MHdpopmanonHas TexHonorusi. Meroasl U cpeacTBa odbecrieueHus: 0€30MaCHOCTH.
MeHeKMEHT prucKa HHPOPMAIIMOHHON 0€30MacHOCTIY.

8.5. Ilpu BbIsIBIIEHUHU YA3BUMOCTEH, AIMUHUCTPATOP aHAIU3UPYET CUCTEMHbIE
KYpHalIbl U SKypHaJbl CpPEJCTB 3aUIUThl MH(POpPMAlUM, HA MPEIMET BBIIBICHUS
DKCIUTyaTalluk  BBISBICHHOM YA3BUMOCTH B MH(POPMAIIMOHHON cHCTEME U
NOCIIEJICTBUIN TaKOM IKCIUTyaTalllu.

8.6. B ciyuae HEBO3MOXKHOCTH ONEPATUBHOTO YCTPAHEHHUS KPUTHYHOU
ySI3BUMOCTH, AJMUHUCTPATOp yBeaoMuiieT 00 3ToMm pykoBomutens {Hazpanue
Opranuzamnuu}.

9. IPABWJIA n IMPOLEAYPHBI KOHTPOJIA YCTAHOBKH
OBHOBJIEHWH ITPOI' PAMMHOI'O OBECITEUEHU

9.1. C uenplo MPOTUBOJAEHUCTBUS DKCIUTyaTalldd W3BECTHBIX YSI3BUMOCTEH, B
MBYJO AIOCHI T'O 3ATO r.®oKMHOYCTAHABIMBAIOTCS MpPaBUa U MPOLEAYPHI
KOHTPOJISI YCTaHOBKM OOHOBJIEHMH CHCTEMHOrO0 U MPHUKIAJAHOTO MPOTPaMMHOTO
oOecrieyeHusl.

9.2. B mporpaMMHOM 0OOecClie4eHHH, MOAIEPKUBAIOIIEM aBTOMATHYECKHE
o0HOBJIEHHS, TaKUX Kak Java, Acrobat Reader u 1. 1. aBroMarnyeckue OOHOBIICHUSA
HE OTKJIFOYAIOTCSI.

9.3. OGmecucTeMHOe TIPOrpaMMHOE OOecIedeHne M OCHOBHOE IPHUKIIAIHOE
mporpaMMHOE oOecrieueHrne 0OHOBIISIETCS BO BHEpabodee Bpemsl.

9.4. AiMUHHCTpPATOp KOHTPOJHMPYET MCTOUYHUKU OOHOBIECHUN MPOTPAMMHOIO
obecrieuenusi. OOHOBIEHUS TOJDKHBI OCYIIECTBISITBCS U3 JOBEPEHHBIX UCTOYHUKOB,
B COOTBETCTBHUH C JIOKYMEHTaIlMEH Ha TPOrpaMMHOE 00eCTIIeUeHHE.

9.5. O6HOBNEHUS 0OIIECUCTEMHOTO U OCHOBHOTO MPHUKJIAJHOTO MPOTPAMMHOTO
oOecrieueHusl OCYIIECTBIAIOTCS HE PEKe OJHOTO pa3a B HENENI0. JKCTPEHHBIE
OOHOBJICHHUSI OCYIIECTBIISIIOTCA B CIIy4ae MOCTYIUICHHsS] MHGOPMAIMA O KPUTHYHBIX
VSI3BUMOCTSX, JJISI KOTOPBIX CYIECTBYET OOHOBJICHHE 0€30MMacHOCTH.

9.6. AIMHHHCTpPATOp B COOTBETCTBUU C DKCILTyaTAllHOHHOW JTOKYMEHTAIIHEH
Ha MporpamMMHOe oOecreueHne OCYIECTBISET MPOBEPKY YCTAaHOBKM OOHOBJICHUH, a
TaK)K€ KOPPEKTHOCTh ycTaHoBkM oOHoBienuii. B MBYJIO [JIOCHI TI'O 3ATO
r.OOKMHOAOIKHO TPUMEHATHCS TOJIBKO TaKO€ MPOrpaMMHOE 00eCleueHne, KOTopoe
MOJJICPKMBACT MTPOBEPKY IETOCTHOCTH (HailjioB 0OHOBJICHHMIA.

9.7. O6HOBNIEHNE AaHTUBUPYCHBIX 0a3, CHTHATYD ySI3BHUMOCTEH, 0a3 pemarmux
MpaBWJI CPEJCTB 3aIIUTHl WHGOPMAIIMM OCYIIECTBISIETCS B COOTBETCTBUU C
JKCIUTyaTalMOHHOM AokyMeHTauuei Ha C3U u pasgenamu Hacrosmen [lonmutuku.
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9.8. OOHOBNIEHWE  MUKPONPOUIMBOK M  MPOTPAMMHOIO  OOecredeHHUs
BIOS/UEFI mpowusBoauTcss TONBKO TPU MOCTYIUICHHH HHGOPMAIMH O KPUTHYHBIX
VSI3BUMOCTSX B TakOM IHpPOrpaMMHOM oOecreueHud, npumensemom B MBYJIO
JJIOCIHI I'O 3ATO r.®okuHO

10. IIPABUJIA " I[MPOLUELYPBI KOHTPOJIA COCTABA
TEXHUYECKUX CPEJCTB, IPOTPAMMHOI'O OBECIIEYEHUA U CPEJICTB
SAIIUTBI UTHOOPMATLIMN

10.1. CoctaB texHuueckux cpenacts (mamee — TC), mnporpaMMHOro
obecnieueHust u cpeAcTB 3anuThl nHGopMmaruu (nanee — Cp3U1) 'C dukcupyetcs B
TEXHUYECKOM TacropTe Ha HHGOPMAIMOHHYIO CUCTeMY. TEXHUYECKHM NacropT
apisiercst atanioHoMm coctaBa TC, 11O u Cp3U, mo KOTOPOMY OCYIIECTBIISIETCA
NEePUONYECKUN KOHTPOJIb.

10.2. B cnywyae goGaenenusi HoBbix TC, 1O u Cp3U B coctaB [UC wnn
yIaJICHWsl  CYIIECTBYIOIIUX KOMIIOHEHTOB, Ha OCHOBaHMHM akKTa BBOJa B
JKCIUTyaTalMio (MM aKTa BbIBOJA M3 OSKCIUIyaTalliM) MaKCUMAalbHO OIEpPAaTUBHO
BHOCATCSI U3MEHEHUsS B TeXHUYECKUI MacTopT.

10.3. AxmunuctpaTtop ocymectsiser KoHTpoab coctaBa TC, 1O u Cp3U He
peke OJTHOTO pas3a B MECHII.

10.4. BeisBnienne HecooTBeTcTBUsI coctaBa TC, T10 u Cp3U TexHuueckoMmy
nacnopty ['MC siBasieTcst uHImaeHToM 6e3onacHocTH. B ciydae BbisiBiieHUs (aKTOB
HECOOTBETCTBHUS AJIMUHUCTPATOP YCTAHABIMBAET MPUYUHBI CAMOCTOATENIBHO WU
cosbiBaeT ['PHUD.

10.5. B cmyuae BoisBIeHHS HecooTBeTcTBUs coctaBa 1C, IO u Cp3U,
AIMUHHCTpATOp  NPUHHMAET  MEpPhl 1O  ONEPAaTUBHOMY  HUCKIHOYEHUIO
(BoccTaHOBJIEHHUIO) |3 cocTtaBa (B cocraBe) WHGOPMAIMOHHOW  CHCTEMBI
HECAaHKIIMOHUPOBAHHO  YCTAHOBJIEHHBIX (yIall€HHBIX) TEXHUYECKUX CPEJCTB,
IPOrPaMMHOT0 0OECTICYEHHSI M CPEJICTB 3aIUThI HHPOPMAIIUH.

10.6. AnMUHUCTpATOp OCYIIECTBISICT KOHTPOJb BBIMOJTHEHUS YCIOBUUA U
CPOKOB JCHCTBHUS cepTU(UKATOB COOTBETCTBHUS HA CPENICTBA 3aIUTHI HH(GOPMALIUU U
MPUHUMAET MEpbI, HANpPaBJICHHbIE HA YCTPAHEHHE BBISIBJICHHBIX HENOCTAaTKOB. B
clly4ae, eciii CepTHU(HUKAT COOTBETCTBUS MCTEK, HO OBUI MPOJICH MPOU3BOJUTEIIEM
Cp31, AjamuHucTtpaTtop 3ampalliMBaeT  aKTyaJbHYIO  3aBEPEHHYIO  KOIHIO
ceprudukara. B ciydae, ecnu ceprudukaT cOOTBETCTBUS UCTEK, HO HE OBLI MPOJJICH
npousBoautesieM Cp3U, To Aamunuctparop coodmaer 06 3tom aupekropy MBYJ10
JIOCII T'O 3ATO r. ®OKMHO KOTOpBIM MPUHUMAET pEHIEHUE 00 OpraHu3aluu
caMoCTOsATeIbHON cepTtudukanuu ucnonbiytomerocs Cp3U, nub6o o6 oOHOBIEHUU
ucnons3ytomierocs Cp3U 1o akTtyanbHO# BepcuH, TM00 O 3aMEHE UCHOJb3YIOMIErOCs
Cp3U na npyroe anamornunoe ceprudummpoannoe Cp3U.

11. ITPABMJIA "N TTPOUHEAYPHI PESEPBUPOBAHMA TEXHMYECKHX
CPEIACTB, IIPOTPAMMHOI'O OBECIIEYEHHMS, BA3 JAHHBIX, CPEACTB
SAIIUTDHI NHOOPMAIINN " nx BOCCTAHOBIJIEHNA I1PU
BO3HUKHOBEHWU HEIITATHBIX CUTY AITUN
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11.1. BoccraHoBiI€HUE W3 PE3EPBHBIX KOMMM SIBISIETCS OCHOBHBIM METOJ0M
BOCCTAQHOBJICHHSI ~ PabOTOCIIOCOOHOCTH  WMH(OPMAIIMOHHOW  CHCTEMBI  TIOCIIE
JUKBHUIAIIMHA HEIITATHBIX CUTYAITHH.

11.2. HemrtaTHBIMHM CUTYalUSIMU SIBJISIFOTCS :

e pasriamieHue WHGOPMAIMM  OTPAHUYCHHOTO  JIOCTYNa COTPYIHUKAMH
MBYJO AIOCHI I'O 3ATO r.®oKkMHO MMEIOUIMMHU K HEH MPaBO JIOCTYIA, B TOM
quclie:

O pasriamieHre WHPOPMAIWK JIMIAM, HE WMCIOIIUM TIpaBa JOCTyNa K
3alKIaeMoi HHpopMaluu;

o mepenavya HHPOPMAIIUU 10 HE3ANTUIIICHHBIM KaHaJIaM CBSI3H;

o o0paboTka nH(popMaIMK Ha HE3AIUIIEHHBIX TEXHUUYECKUX CPEJICTBAX
00paboTku UHPOpMaLUK;

o onmyOJMKoBaHWEe WH(OpPMAIMM B OTKPBHITOM Ie4aTH H JPYTUX
CpeaCcTBaX MaccoBOW MHGPOpPMAIUH;

O mepegaya HocuTels UWHGOpPMAIMKM JHIy, HE HMEKIIeMy IpaBa
JIOCTyIIa K HEW;

O yTpata HOCUTeNs ¢ HHpOpMaIHe.

® HEIPABOMEPHBIC JEHCTBHUS CO CTOPOHBI JIWI, UMCIOIIHUX IMPABO JIOCTYyMa K
3amuIaeMoi nHopMaIuu:

O HECAaHKIIMOHMUPOBAHHOE N3MEHEHHE HH(POPMAIIHH;
O HECAHKIIMOHUPOBAHHOE KOMMPOBaHUE UH(POPMALIHH;

® HECAaHKIIMOHWPOBAHHBIN JTOCTYII K 3alUIIaeMoi HH(pOpMaIuu:

O HECAHKIIMOHHUPOBAHHOE TIOJKIIOYEHHE TEXHUYECKUX CPEICTB K
cpeactBam u cuctemam ['NC;

O MCTOJIb30BaHUE 3aKIaI0YHBIX YCTPOMCTB;

O HMCTOJb30BaHUE 3JIOYMBIIIUICHHUKOM JIETAJIbHBIX YUYETHBIX 3aIuceit
noJib30BaTeNei Iuist 1ocTyna K nHpopMannoHHbM pecypcam ['TUC;

O HMCTOJb30BaHUE 3JIOYMBINIUICHHUKOM YS3BUMOCTEH MPOrpPaMMHOIO
ooecneuenus ['MC;

O HCTOJIb30BaHUE 3JI0YMBIIIIICHHUKOM MTPOrPAMMHBIX 3aKJIaJI0K;

o 3apaxxkenue ['MIC 310yMBIIUICHHHKOM TIPOTPAMMHBIMH BHPYCaMU;

O XUIIeHUE HocuTemel nHpopMaIny;

O HapymieHne (GYHKIIMOHUPOBAHUS TEXHUUYECKHX CPEACTB 00pabOTKH
uHbopMaImy;

o ONOKMpOBaHWE JOCTyNMa K 3aluiiaeMoi HHpOpMAIUU  MyTeM
Meperpy3ku TEXHUIECKUX CPECTB 00pabOTKH MHPOPMAIIUU JTOKHBIMU 3asiBKaMU Ha
ee 00paboTKy;

¢ nedeKThl, COOU, OTKA3bI, aBAPUH TEXHUYECKUX cpeacTB u cuctem [ UC;

e nedekThl, coor, 0TKa3kbl mporpamMmuoro odecrneuenus ['1UC;

e cOom, oTKa3bl U aBapuu cucteM odecreuenus ['UC;

® TIPUPOIHBIC SIBIICHUS, CTUXUIHBIC OCICTBUS:

O TepMUYECKHEe, KIMMATHYeCKHue (aKTOphl (aHOMAIBHO HHU3KHE WIIH
aHOMAJIBHO BBICOKHE TEMIIEPaTyphl BO3yXa, MMOKAPbl, HABOIHCHUS, CHETOIMA bl H T.

1.);
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O MexaHudeckue (HakTophl (MOBPEKICHUS 3AaHUMN, 3eMJIECTPSICEHUS U T.
1.);

O DJIEKTPOMArHUTHBIE (HaKTOPHI (OTKIIOUECHHUE DJICKTPOINUTAHUS, CKAUKU
HaMpPsDKEeHUs, yJapbl MOJIHUM U T. 11.).

11.3. B ciiyyae BO3HUKHOBEHMS HEIITATHOM CUTYallMH, OPAJIOK TEUCTBUN MPU
KOTOPOM HE€ perjaaMeHTHpPOBaH HactosAwmed IlomuTukol, AJIMUHHCTPATOPOM,
OtBerctBeHHbIM U ['PMUB BbIpaOaThiBaeTCs KOHKPETHBIN MJIaH AEHCTBUN C y4eTOM
TEKYILEH CUTYalUU.

11.4. TlopsiloK  OMOBEIICHUS JOJDKHOCTHBIX JIMIT M CPOKH BBITIOJHEHHS
MEpOIPUATUI TPH HEWITATHBIX CUTyauusix onpeneneHbl B [lpunmoxennun Ne 7
HacTosen [lonuTuku.

11.5. C uenpio yCOBEpIICHCTBOBAHUSI KOOPAMHAIIMU JEHCTBUM JTOJKHOCTHBIX
JIMIL TI0 pearupoBaHUIO HA HEIITATHBIC CUTYAIIMU JOJLKHBI IPOBOJIUTHCS PETYISPHbBIC
TPEHUPOBKHU MO PA3JTUYHBIM BUJAM HELITATHBIX CUTyaluid. B cilydae BBISIBICHUS IO
pe3ysibTaTaM TPEHUPOBOK M3bSHOB B TMOJOXEHUAX Hacrtosmed [lonuTuku,
KACaloIIUXCsl pearupoBaHUs Ha HEIUITATHBIE CUTYyallMM, B HEE MOTLYT BHOCHUTHCH
U3MEHEHMUS.

11.6. UanmaenTtsl 6e30macHOCTH MHGOPMALMKM TaKXKe SBISIOTCS HEIITAaTHOU
cutyauureil. IIpu BBISIBICHUM HEIITATHBIX CHUTYyalldid, TMOBJIEKIIUX HapPYIICHUE
IIEJTOCTHOCTH, JOCTYITHOCTU WM KOH(UICHIMAIBHOCTH 3allUIacMoil nH(pOpMaIuu
[0 BUHE BHYTPEHHErO WJIM BHEIIHEro Hapymurens, co3biBaercsa ['PMNb, xoropas
NENUCTBYET B COOTBETCTBHM C HWHCTPYKIIMEH IO PEarupoBaHUIO HAa HWHLHICHTHI
uH(OPMaIIMOHHON 0€30TaCHOCTH.

11.7. B cmyyae c0OoeB, OTKa30oB U aBapuil CHUCTEM BJIEKTPOCHAOKEHUS,
BEHTWISIIIUHU, APYTHX OOECIEUHMBAIOIIUX WHKEHEPHBIX CUCTEM MpPEeANPUHUMAIOTCS
CIEIYIOIIME NCHUCTBHUS:

— KOPpPEKTHOE OTKItoueHue TexHudeckux cpeacts [MMC no wucrouieHus
pecypca UCTOYHUKOB OecriepeOOMHOr0 MUTaHUs, MeperpeBa TEXHUUECKUX CPEICTB U
110 HACTYIUICHHS APYTUX HETATUBHBIX MOCIIEICTBUM;

— NPEANPUHUMAIOTCS MEpPbl IO YCTPAHCHHWIO TPUYMH, BBI3BABIIMX COOH,
oTka3zbl U aBapuu cpenactB u cucteM [MIC a Ttakke Mepwsl MO 3aMEHE/PEMOHTY
BBILLIE/IIINX U3 CTPOSL CPEJICTB U CUCTEM;

— B ClIy4ae TOTEpH/yTpaThl 3alUIIAEMBIX JaHHBIX WU HapYIICHUS
IIEJIOCTHOCTH TMPOTPAMMHOTO oOecriedeHusi, 0a3 JaHHBIX, CPEJCTB 3alUTHI
uHdopmarmm, AIMUHUCTPATOP BOCCTAHABIMBAET UX U3 PE3EPBHBIX KOTIHIA.

11.8. B cmy4yae HemTaTHBIX CHUTyalldd, CBS3aHHBIX CO CTUXWUWHBIMHU
OCICTBUSIMU W JECTPYKTUBHBIMH  TPUPOAHBIMH  SIBICHUSMH  BBITIOJTHSIOTCS
CIEYIOIIME NCHUCTBHS:

— Ilonb30BaTenu KOPPEKTHO OTKIIOYAIOT M O0ECTOYMBAIOT CBOM pabouue
MECTa;

— CUCTEMHBIE aJIMUHUCTPATOPbl KOPPEKTHO OTKIIOYAOT U 00ECTOUYMBAIOT
CepBEpPHI U CETEBOE 000PYIOBAHUE;

— AIMHUHUCTpPATOp NOPEANPUHHAMAET MEpPbl K JBaKyallUd HOCHUTENEH
MH(pOpMALIKM U HOCUTENIEH pe3epPBHBIX KOIUIA;
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— B clly4ae HapylIeHUsi KOPPEKTHOM palboThl TexHuuyeckux cpeacts B IUC B
pe3yJIbTaTe CTUXUUHBIX O€ACTBUI MM MPUPOIHBIX SBJIECHUN MPUHUMAIOTCS MEPHI 110
PEMOHTY/3aMEHE BBILLIEUIETO U3 CTPOsI 000PYI0BAHMUS;

— B Cly4ae MOTEepH/yTpaTbl 3alMUIAEMBbIX JAHHBIX WM HapyLIECHUs
LEJIOCTHOCTH TPOTrpaMMHOrO oOecreyeHusi, 0a3 JaHHBIX, CPEJCTB 3alIUThI
uHpopMalMl B pe3yibTaTe CTUXUWHBIX OEACTBUI WM NPUPOJIHBIX SIBICHUH,
AJIMHHHCTPATOP BOCCTAHABIMBAET UX U3 PE3EPBHBIX KO,

— B CJIy4ae CTHUXUIHBIX [AeHCTBMH/NIPUPOAHBIX SIBJICHHMH, OMACHBIX s
JKU3HU YeJI0BEKa B IEePBYIO o4Yepedb OPraHu3yercs 3BaKyalus COTPYAHUKOB U
TOJBKO 10 BO3MOXHOCTH OPraHU3yeTCs 3JBAaKyallUsi TEXHHYECKHUX CPeACTB,
HocHTe/Ield HH(pPOpMAaUM U HOCHTE el ¢ pe3epBHBIMH KOIIMAMH.
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[Ipunoxenne Ne 1

K [Tonutuke nupopmMannoHHON
6ezonacnocty B {Ha3Banue Opranuzanuu},
oT«__ » 20 r.Ne

3AABKA
HA BHECEHHE U3MEHECHHUH B CIIMCKH M0JIb30BaTe/Ieil U HajJeIeHue M0Jb30BaTe e
NOJHOMO4YusIMH AocTtyna K pecypcaMm cermeHTa ' MC « KoHTHHIeHT»

[Ipomy 3apeructpupoBarth  MOJb30BaTeNsd  (UCKIOYUTH M3  CIIHCKA
I0JIb30BATEIIEH, W3MEHUTHh TOJHOMOYMsI Tmojb3oBaTensi) cermenta [UC
«KOHTHUHTEHT»

(Hy>KHOE ITOAYEPKHYTH)

(JIOJ'DKHOCTL C YKazaHUuEM nonpasz{eneﬂm)

(baMunms UMs U OTYECTBO COTPYAHHKA)

NPEIOCTAaBUB €My ITOJTHOMOYHSI, HEOOXOAMMBIE (JIUIIMB €r0 MOJIHOMOYHH,
HEOOXOIUMBIX )

(HyXXHOE OYEPKHYTB)

JJI1 pCIICHUA 3a1a4:

(cnMcok 337124 coryacHo (OopMyJISIpOB 3a1a4)

Hauansnuk
(HaUMEHOBaHME 3aKa3bIBAIOLIETO MTOAPA3AEICHIS)
«_» 20 r.
(moamuce) (pamumms)
COFHaCOBaHO A.I[MI/IHI/ICTpaTOp 6C3OHaCHOCTI/I
« _» 20 r.
(moamuce) (pamumms)
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3AJIAHUE
HA BHECEHHE U3MEHEHHUH B CIUCKH noJsib3oBaresen cermenra [ UC
«KOHTHHTEeHT»

AnmMuHuCTpaTopy 0€30MacHOCTH UH(POPMALIIH

(pamMusInst ¥ MHUIMAIIBI U CIIOJHUTENS)
HpOH3BeCTH H3MEHEHHs B CIIUCKAX M0Jb30BaTelei

PyxoBomutens {Ha3Banne Opranu3zamnmu }

{®HO pykoBoaUTENS }

«_» 20 1.

Obpammuas cmopoHa 3a5A6Ku

IIpucBoeHo ums (mepcoHaIbHBIN
UIEHTU(UKATOP) U MPEAOCTaBICHBI IIOJTHOMOYHS, HEOOXOAUMBIE JJIsl PELLIEHUS
CIEAYIOIINX 3a4a4:

HaumenoBaHue 3amau

AIMUHHCTpATOp OE30MACHOCTH {®UO AnmuHHCTpaTopa}

Nms yyeTHOM 3amucCu M HadallbHOE 3HAYECHHUE MApOJisi MOJYYHUs, O IMOPSIKE
CMEHBI MapoJisi MPHU MEPBOM BXOJI€ B CUCTEMY IMPOMHCTPYKTUPOBAH, C MHCTPYKIUECH
MOJIb30BaTEIISA CerMeHTa rOCyJlapCTBEHHOM uH(pOpMaIMOHHOM CHUCTEMBI
«KOHTHHTeHT» 03HAKOMJICH

Ilons30Barennb

(monnuck, Gpamuims)

« » 20 rona
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[Tpunoxxenue Ne 2

K [TonuTrke nHGOPMALMOHHOM
6e3onacHoctu B {Ha3Banue Oprannzanuu},
OT« __ » 20 . Ne

IHonoxenue o pazrpannyenuu npas gocryna B cermenre 'MC « KoHTHHreHT»

Ucxons u3 xapaktepa U pexumMa 00paOOTKHM 3aluiiaeMoi UHQPpOpMaIluu B
cermente ['MIC «KoHTHHTEHT» omnpeaensercs CICAyIoUMd TepedeHb TPYII
[lonb3oBaTeneii, ciyk0 U MPOILIECCOB, YYACTBYIOUIMX B 00paOOTKEe 3allvIiaeMoin
uHpopmanuu. lIlepeuenb poisield M onMcaHue NapaMeTpoOB JIOCTyNMa K pecypcam
cermenTa ['MIC «KoHTHHTEHT» NpUBE/IeH B TaOIUIIE.

Poab Onucanue nmapametrpoB goctyna k pecypcam I'MC nna nannoi
poau
AnMHHHCTPATOP 0€3011aCHOCTH IMomuetit moctyn k pecypcam ['MC, mactpoitkam OC u C3U.

IlonHBIA JOCTYNI K CHCTEMHBIM >KypHAJIaM, »XypHalaM CpEACTB
3amuTel  WHGOPMAIMM H  JOPYTMM 3JEKTPOHHBIM O KypHalIaMm

COOOIIEHHH.
CucreMHBIN aIMUHUCTPATOP [omuenii goctyn k pecypcam ['MC 3a uckimodeHHEM IOCTyma K
HactpoiikaM C3U u K jxypHajgaM CpeACTB 3aIlUThl HH(POPMALIHH.
ITonws3oBaTenn JocTyn Ha 3amuch W UTCHHE 3alIUIaeMoil HWHQOpMaIuu IMpu

paboTe ¢ TPHUKIAAHBIM IPOTPAMMHBIM obOecrieueHueM. M3 mop
VYETHBIX 3allUCed C 3TOM pOJIbI0 pa3pelleH 3allyCK BCeX He
CHUCTEMHBIX  IPOIECCOB, HEOOXOAWMBIX JUIS  BBITIOJTHEHUS
CITyKEOHBIX 00s13aHHOCTEH.

XSpider Ioctyn Ha 4reHme K cucreMHoMmy peectpy Windows. Jloctym Ha
yTeHne (GaNHIoBOW CTPYKTYphl W TANOK HAa JKECTKAX JHCKaX.
Hocryn Ha 3aImch BO BpPEMEHHYIO TTUPEKTOPHIO
%SystemRoot%\Temp.
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[Tpunoxenne Ne 3

K [TonuTrke nHGOPMALIMOHHOM
6ezonacuoctu B {HazBanue Opranuzanum},
OT« __ » 20 r. Ne

IlepedeHsn UL, TOJKHOCTEH, CIYK0 U IPOLECCOB, J0NMYLIEHHBIX K padore ¢ pecypcamu cerMmenTa 'MC « KoHTHHIeHT»

Hacrtosmumii [lepeyenpr ycTtaHaBIuMBaeT NMEpedeHb JIMI, JOJKHOCTEH M MPOLECCOB, JOMYIIEHHBIX K paboTe ¢ pecypcamu
cermenTa [ UIC «KontunrenT». jis Kaxkaoro sjaemMeHTa crnucka B Tabnuie o0s3aTtenbHo ykasbiBatorcs OUO (Mmst cinyxObl niu
nporecca i HEOAYUIEBICHHBIX CYOBEKTOB JIOCTYMA), JOKHOCTH (TOJBKO AJIA OAYUIEBICHHBIX CYOBEKTOB JOCTYIA), UM
IPUCBOCHHON YUYETHOM 3amucu U pojb (B cooTBeTcTBUU C [lonoxenuem o pasrpanunuenun npas gocryna B cermente ['MC). Tun
U CepUUHBIH HOMEp BBIIAHHOTO HICHTHU(HUKATOPA YKa3bIBAIOTCS TOJBKO MPH BbIJIaye€ TOJB30BATEII0 AJIEKTPOHHOTO KIIIOYa.
Pocniuck 0 nonyyeHuu 3JIeKTPOHHOTO KITI0Ya CTAaBUTCS TOJIBKO MPH BbIaue MOJIb30BATENIO TAKOTO KITIOYA.

B nacrosimem Ilepeune He OTpa)K€HBI BONPOCHI, CBSI3AHHBIE C HCIIOJIB30BAHUEM CPEICTB KPUMTOrPAPUUECKON 3aIUTHI
uHdopMauu
(manee - CK3MN). Ilepeunu monbs3oBateneir CK3U, a Takke WHbIe yueTHBIH HaHHBIE, cBsA3aHHble ¢ CK3U mpuBeAeHbBI B APYTrUx
KypHaIax U MepevHsx.

Ne ®UO corpyanuka / HMms npucBoOeHHOl y4eTHOI Bbiaan aa. Pocruc o
JonxHocTh Poab NOJIy4eHHH JJ1.
n/n Hms ciry:k0b1 W npouecca 3alUCH KJII0Y TI0ua
1. WBanoB WBan MBaHOBHY CHenuanmct 1o ivanov.ii AMHHHCTPATOP eToken PRO
3ammre nHpopManuu 0€e30I1acHOCTH SIN: XXXXX
2. [erpos Ilerp IlerpoBuu CucteMHBbIN petrov.pp Cucremusiii anmuanctpatop | e€Token PRO
aIMHHHCTPATOP S/N: XXXXX
3. Cumoposa Onbra MBaHoBHa [Moms30BaTens sidorova.oi ByxranTepust 1 Kaapbl - -
4, xspider.exe - xspider.bot XSpider - -
5.
6.
7.
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[Tpunoxxenue Ne 4
K [TonuTrke nHGOPMALIMOHHOM

6ezonacuoctu B {HazBanue Opranuzammm},

OT «

»

20 r.Ne

Ilepeyens momMemieHU, B KOTOPBIX pa3pemena padora ¢ pecypcamu cerMmenTa 'MC « KoHTHHIeHT»,
B KOTOPBIX pasMelieHbl TexHnueckue cpeacrsa cermenta I'MC « KoHTuHreHT,

a TAK/KE€ MMEPECUYCHD JIUII, T0MYIIECHHBIX B 9T ITOMCIICHUA

Texuunueckoe cpeactso 'MC

COprIIHI/lKI/l, AONMYICHHLIEC B

Ne Ha3zBanue/Homep v Ve TIeRHe
n/n noMeIieHust Yaernbrii Ne
Tun Mopeanb (cepuiiHbIii, CeTeBoe UMA IP-agpec MAC-anpec DOUO JoJzKHOCTH
HHBEHTAPHBII)
HBanoB MBan Crontey e
Cepsep HP XXXXXX SIN: XXXXXXX 1c-server 192.168.0.1 XXEXXXX XX XX 3aIUTe
HBanoBuu
nHpopmanuu
L Cepepras Cisco ASA
Kommyratop XXX WHB.: XXXXXX = 192.168.0.100 | XX:XX:XX:XX:XX [Merpos Iletp CucreMHBIH
CXJ HP XXXXXX SIN: XXXXXXX backup-server | 192.168.0.101 | XX:XX:XX:XX:XX Herpor AAMHUHHCTPATOP
Komnerorep HP XXXXXX HHB.: XXXXXX buhl DHCP XXEXXEXX XX XX Cunopona
2 byxrantepus Hoyt6yk Acer SIN: XXXXXXX buh2 DHCP XXXXEXX XX XX Oxbra byxraurep
XXXXXXXX MBaHoBHa
3.
4.
5.
6.
7.
8.
9.
10.
11.
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IIpunoxxenne Ne 5
K [TonuTrke nHGOPMALIMOHHOM

6ezonacuoctu B {HazBanue Opranuzammm},

OT «

» 20 r. Ne

Cnucok paspemanimx NpaBuj B3aUMO/IeiCTBUS C BHEIIHMMH T€JIEKOMMYHHKANMOHHBIMH CETAMH
B cermeHTe ' UC « KOHTHHIEeHT»

IP/URL pecypca

Bpems nelictBust

YueTHbIE 3a1ucCH,

w/n ———. ObocHoBaHMe pa3pelieHust IIpaBuio npaBmIa yCTpOﬁCTBa: MPoLEeCChl, 15
KOTOPBIX ICHCTBYET NPaBUIo
1. 8.8.8.8 Brenrmauii DNS-cepruc Pazpemuth BXozsmuye U UCXoasuie coeuaenus | KpyriocyrouHo Bcee
o moptam 700/TCP, 1052/TCP, 5353/UDP
2. 10.0.0.0/24 Opranuzanus padotsl VPN-cetr Ha | PazpemmTs BXomsiue U ucxosne coenuienus | KpyrinocyrouHo IMoms3oBarenu ViPNet Client
(BUpTYyasbHBIC) 6a3e texuonoruu ViPNet 1o nopty 55777/UDP
3. 91.92.93.94 daiin-cepsep dunmana Pa3zpemmuth BXonsIIue U UCXojsme coenuaenus | KpyrinocyrouHo Bee
no nopty 80/TCP
4, JIroGnIe OneKTpoHHas mouTa PaspemuTs BXxoasgmue u ucxonsamue coenuHenns | Kpyriocyrodno Bcee
o mopram 25/TCP, 110/TCP, 125/TCP
5. primorsky.ru Heo6xomumMocTs momydeHusI Paszpemuts BXOIAIIHME U HCXOMISAIINE COSAUHEHUsT | KpyriaocyTodHo Bce
nH(opMaIUH ¢ TIopTajia o nopty 80/TCP
Anvunuctparuu [Ipumopckoro
Kpast
6. microsoft.com O6HoBeHue mpoxykToB Microsoft | Paspemurs Bxomsiue 1 HCXosIne coenuaeHnst | Kpyriaocyroano Ceprep WSUS
nio moptam 80/TCP, 443/TCP, 8530/UDP,
8531/UDP
7. lenta.ru [NonyueHue akTyaibHOU Pazpemmth Bxogsmme u ucxomsimue coenunenus: | 13.00-14.00 Bce
nHpopmanuu o codbiTusix B Poccuu | mo mopry 80/TCP
1 B MHpE
8. habrahabr.ru [Momy4eHne TeXHUIECKOM Pazperuts BXOMAIIHME W HCXOMISIINE COSMUHEHUs | KpyriaocyTogHo security.administrator
HHMOPMAIIHH, HEOOXOTUMOM B mo moptam 80/TCP, 443/TCP system.administrator
pabote
9. JIro6s1e URL Hocrym pykoBoautens B Uatepuer | Paspemmts Bxopsmume u ucxomsmue coenunenust | 07.00-23.00 director
mo moptam 80/TCP, 443/TCP
10. | linkedin.com TTorck KaHOIMOATOB HA BAKAHTHBIE Paszpemmuts Bxomsmme u uexonsmue coequuenns | 09.00-18.00 VueTHbIe 3aIUCH COTPYAHHKOB

JIOJDKHOCTH

mo moptam 80/TCP, 443/TCP

oTzeNa KagpoB:
kadryl, kadry2, kadry.boss
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. YueTHbBIE 3aIIHCH,
Ne IP/URL pecypca Bpewms neiictBust .
O0ocHOBaHMe pa3peleHHs IIpaBuio YCTPOHCTBA, IPOLECCHI, 1
n/n WU NOACeTh npaBUjIa o
KOTOPBIX AeiiCTBYeT MPaBHJIO
11. | hh.ru ITouck kKaHAMIATOB HA BAKAHTHBIE Paspemmts Bxomsamue u ucxomsamue coenuaerns | 09.00-18.00 YueTHble 3aM1UCH COTPYAHUKOB
JIOJDKHOCTH mo mioptam 80/TCP, 443/TCP oTJeNa KaJpoB:
kadryl, kadry?2, kadry.boss
12. | farpost.ru Ilonck kaHAMIATOB HA BaKAHTHbBIE Pazpemmts Bxomsmue n ucxomsmue coenuaenns | 09.00-18.00 YueTHbI€ 3aIIICH COTPYIHUKOB
JIOJDKHOCTH mo moptam 80/TCP, 443/TCP oT/eNa KaJpoB:
kadryl, kadry?2, kadry.boss
13.
14,
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Cnucok paspemeHHOro nporpamMmHuoro odecneyenusi B cermenre 'MC « KoHTHHIreHT»

[Tpunoxxenue Ne 6

K [TonuTrke nHGOPMALIMOHHOM
6ezonacuoctu B {HazBanue Opranuzammm},

OT «

20 r.Ne

MecTo yCTAaHOBKH

Haumenosanue IO Tun IO Hear npumenenus 11O B T'NC

n/n KommnonenTos 1O

1. Windows Server 2008 R2 Standart OnepaloHHas CHcTeMa Ob6ecnieueHne paboThl cepBepHoil yactu ['IC CepBepsl

2. Windows 7 Professional OmnepanyioHHas cucrema Ooecnieuenne padborel APM Ilonbs3oBateneii 1 APM APM

AnMuHHCTpaTopa ITonr30Batenei,

APM
AMHUHHCTpaTOpa

3. Adobe Acrobat Reader 9.0 [MpuxiagHoe [TpocMmoTp Tonb30BaTENSIMU TIOKYMEHTOB B popmate PDF APM Ilonp3oBatenei

4, XSpider 7.8.24 CpencTBo 3anuThl CkanupoBanue 3nemenToB I MC Ha npeMeT U3BECTHBIX APM

nHbopManuu ys3BumocTei. aBenTapuzanus I'MIC. ABTromatndeckoe AnMuHHCTpaTOopa
TECTHPOBaHKE Ha IPOHUKHOBCHHUE

5.

6.

7.

8.

9.

10.

11.

12.

13.

14.

15.
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Ilnan o0ecnieyeHus HenpepbIBHOCTH pyHKUuOHUpoBaHusA cermeHTa 'MC « KoHTHHreHT»

ITpunoxenune Ne 7

K [TonuTrke nHGOPMALIMOHHOM
6ezonacuoctu B {HazBanue Opranuzammm},

OT « »

20 r.Ne

Komy u B kakne

Komy u B kakune

Ne Kpurtepun cpoKE cpoKE Cpok peanuzanuu | Cpok peanu3zauuu
3 Tun HemITaTHOM CUTyal U HeIITATHOM HEOTJIOKHBIX BceX He00OXOIUMBIX
n/n JIOKJIaabIBaeTcs B AOKJIaabIBaeTCs B N . .
CUTyalH aeiicTBmit MeponpusiTHii
padoyee BpeMs Hepabouee BpeMsi
1. Pasrnamenue 3amumaemoi nHGopmManuu AnMuHHCTpaTopy AnmvunucTparopy He | | yac 1 nenp
COTPpYAHUKAMU, UMEIOLIUMHU JIerajIbHbI IIpaBa cpasy mocie no3Hee 8 4acoB
JI0CTyIa K HeH OOHapyKeHHUs M0CjI€ MHIUACHTA
WHLUJIECHTA
2. OOHapyxeHHe HeCaHKIIMOHUPOBAHHO AIMHHHCTpaTOPY AnmuHuctpaTtopy He | 1 wac 1 nesb
CKOIIMPOBAaHHOM MJIM U3MEHEHHOU cpasy mocie no3jiHee § 4yacoB
KOH(UIEHIMATLHOH nHpOopMarmu OOHapyKeHHUs MocJe NHIUJICHTA
WHLUJICHTa
3. HecankunonnpoBaHHOE KOMUPOBAHKUE MWIIN AIMUHHCTpaATOPY AMUHHCTpaATOPY Cpazy nocine 1 nenp
n3MeHeHHe KOH(UACHIMAIBHOH NHpOpManuy B cpa3sy mocie cpa3sy nocie MOJNy4eHHS
TEKyIIUI MOMEHT BPEMEHH CO CTOPOHBI JIUI] OOHapyKeHUs OOHapyKeHUs napopManuu 0o
HMMEIOLIMX MPaBO JOCTYIa K HeH WHLUJICHTa WHLUJICHTa WHLUJICHTE
4. OOHapykeHHe TOAKIIOUSHNST TEXHUIECKUX AIMHHHCTpATOPY AnmuHKCTpaTOopy HE | 1 Wac 3 gaca
CPEICTB K CPeACTBAM U CHCTeMaM 00BeKTa cpa3sy mocie Ho3Hee § 4acoB
uH(pOpPMaTH3AIUH 0OHapyKeHUs TOCJIe MHIUJEHTa
WHLUJIEHTa
5. [ogxroueHne TeXHUIECKUX CPECTB K AIMHHHCTpATOPY AMUHHCTpATOPY Cpasy mocie 3 gaca
cpenctBam u cucteMaMm [ MIC B Texyminit cpasy mocie cpasy mocie MOJIyYEHUS
MOMEHT BpEMEHU OOHapyXeHHS OoOHapyXeHHs uHpopmanuu 06
WHIMICHTa WHIUICHTa WHIUICHTE
6. OOHapyXeHHUe 3aKJIaJJOYHBIX YCTPOUCTB AIIMUHHCTpATOPY AnvmuanctpaTtopy He | Cpasy mocie 1 nens
cpa3sy mocine Ho3Hee § 4acoB MOY4SHHS
OOHapyX)eHHS MOCJIe WHIUICHTA uHpopmanuu 06
WHIUICHTa WHIUICHTE
7. YcTaHOBKA 3aKJIaJOYHBIX YCTPOMCTB AIMUHHCTpATOPY AIMIHHCTpATOPY 10 muHYT B 12 gacos
3IIOYMBIIIZICHHUKOM B TEKYITUA MOMEHT cpasy mociue cpasy mociue pabouee Bpems (1
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Komy u B kakue

Komy u B kakune

N 3 KpnTepnnv cpoxu cpoxu Cpok peanuzanun | Cpok peanusanuu
w/ Tun HeIITaTHOH CHTYanHH HEeIITATHOI 1OK/IAALIBACTCS B OKIAABIBACTCS B HEOTIIOKHBIX BCex HCOﬁXOZ[I/lIV{LIX
CUTyalH AeiicTBmit MeponpusiTHii
padoyee BpeMs Hepabouee BpeMsi
BpEeMEHH oOHapy>KeHHs OOHapyXeHUs Jac B Hepabouee)
WHIUJIEHTa WHIUJIEHTa
8. MackupoBKa 1oJi 3aperucTpUpOBaHHOIO AMHUHHCTpATOPY AnMUHHCTpaTOPY 10 muHyT B 12 gacos
TIOJTE30BATENIS] BHEIIHUM 3JI0yMBIIIJIEHHHKOM B cpasy mocie cpasy mocie pabouee Bpems (1
TEKYIIUH MOMCHT BPEMCHH OoOHapyXeHHS oOHapyX)eHHS Jac B Hepabouee)
WHIUJIEHTa WHIUJIEHTa
9. MackupoBKa 1oJi 3aperucTpUpOBaHHOIO ANMUHHCTpaATOPY Anmunuctpatopy He | 10 MuHYT B 12 gacos
TIOJTb30BAaTelIsl BHYTPEHHUM 3JI0yMBIIIIIIEHHUKOM cpasy mocie no3zHee 8 yacoB pabouee Bpems (1
i oOHapyxeHueM (akTa MaCKUPOBKU OOHapyKeHHUs Mocye NHIUJICHTa yac B Hepabouee)
WHIUJIEHTa
10. | Hcmonb3oBaHue e eKTOB MPOrpaMMHOTO ANMUHHCTpaATOPY AMUHHCTpATOPY 10 MuHyT B 12 gacos
obecrnieueHnst OM BHENIHUM HapylIUTEIEM B cpa3zy nociue cpazy nociue pabouee Bpemst (1
TEKyIIMH MOMEHT BpEMEHH! OOHapyKeHHUs OOHapYKEHHUs yac B Hepabouee)
HHIOUACHTA WHIOUACHTA
11. | Hcnonb3oBaHKe MPOrpaMMHBIX 3aKJIAI0K AMHHHCTpaTOPY AMHUHHCTpaATOPY 10 MuHYT B 12 gacos
BHEIIHUM HapylIUTeJIeM B TEKYLIUH MOMEHT cpa3zy nociue cpazy nociue pabouee Bpemst (1
BpEMEHHU O0HapyXeHUS OoOHapyXeHHS gac B Hepabouee)
WHLUJICHTa WHLUJICHTa
12. | Hcnonb3oBaHKe MPOrpaMMHBIX 3aKIIaJI0K AIMHHHCTpATOPY Anmunuctpatopy He | 10 MuHYT B 12 gacos
BHYTPEHHHUM 3J0yMBIIUIEHHUKOM HIIN cpa3zy mociue mo3siHee § yacoB pabouee Bpems (1
obHapyxeHHe (aKTa UCHOJIb30BaHHS O0HapyXeHUS MOCJe NHIUICHTA gac B Hepabouee)
WHLUJIEHTa
13. | OOHapyxeHHe TPOrPaMMHBIX BUPYCOB AIMHHHCTpaATOPY AnmunuctpaTtopy He | 10 MuHYT B 12 gacos
cpazy mocyue mo3sHee § 4acoB pabouee Bpems (1
OoOHapyXeHHs MOCJe NHIUICHTA gac B Hepabouee)
WHLUJIEHTa
14. | XwumieHue HOCHUTEIS 3aIIUIaeMOn HH(POpMAIH AIMHHHCTpATOPY AnmuHucTpaTtopy He | | cyTku 3 nHs
cpa3sy mocine Ho3HEe § JacoB
oOHapyKeHHs MIOCJIe MHIMJECHTA
WHIMICHTa
15. | Hapymenue ¢pynxumonupoBanus TC Hapymena pabora AIIMUHHCTpATOPY AIMUHHCTpATOPY 10 muHYT B 2 mHA
00paboTku MHGOPMALIUH B TEKYIIIUH MOMEHT OJTHOTO cpa3sy mocie cpasy mociue pabouee Bpems (1
BPEMEHH 3JI0yMBIIIUICHHUKOM TTOJT30BATEIS OOHapyX)eHHS OoOHapyXeHHS gac B Hepabouee)
WHIUICHTa WHIMICHTA
Hapymmena pabora AIIMUHHCTpATOPY AIMIHHCTpATOPY 10 muHYT B 1 nenp
TPYIIIBI cpasy mociue cpasy mociue pabouee Bpems (1
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Komy u B kakue

Komy u B kakune

N Kpurepun cpoxu cpoxu Cpok peanuzanun | Cpok peanusanuu
- Tun HeTATHON CUTyaUMuU HEITATHOM HeOTJ0KHBIX BcCeX HE00X0TUMBIX
n/n JIOKJIaIbIBaeTcs B AOKJIabIBaeTCs B N . .
CUTyalH AeiicTBmit MeponpusiTHii
padoyee BpeMs Hepabouee BpeMsi
ToJIb30BaTeNei oOHapy>KeHHs OoOHapy>KeHHs yac B Hepabouee)
WHIUJIEHTa WHIUJIEHTa
16. | OOHapyxeHue HapymeHus: GyHKIHOHMpoBaHus | Hapymena pabora AMHUHHCTpATOPY AnMUHHCTpaTOPY 10 muHyT B 2 nHs
TC obpaboTku nH(GOpMaINH TPOU3BEAECHHOTO OJTHOTO cpa3sy nocie cpa3zy mocie pabouee Bpems (1
3JIOYMBIIJICHHUKOM TIOJTB30BATEIIS OoOHapyXeHHS oOHapyX)eHHS Jac B Hepabouee)
WHIUJIEHTa WHIUJIEHTa
Hapymena pabora ANMUHHCTpaATOPY AMUHHCTpATOPY 10 MuHyT B 1 nenp
TPYIIIBI cpa3sy nocie cpa3sy nocine pabouee Bpems (1
TIOJIb30BATENEH OOHapyKeHHUs OOHapyKeHHUs yac B Hepabouyee)
WHIUJIEHTa WHIUJICHTa
17. | BnokupoBaHHe JOCTYIA K 3aIUIIAEMOI AJMUHUCTpaATOPY Anmunuctpatopy He | 20 MUHYT B 7 nueit
UH(OPMALIUK TyTEM HepPerpy3KH TEXHUIECKUX cpa3zy nociue no3jHee § 4acoB pabouee Bpems (1
cpencTB 00paboTKK UH(POPMALIUH JIOKHBIMH OOHapyKeHHUs MocJie UHIMIEHTA 4ac B Hepabouee)
3assBKaMU Ha ee 00paboTKy BHEITHHM HWHITUACHTA
3JIOYMBIIIIJICHHUKOM B TeKyH_II/II‘/II MOMEHT
BPEMEHHU
18. | brnokupoBaHue 10CTYIA K 3alIMIIAEMOM AIMUHHCTpATOPY AnmunuctpaTtopy He | 20 MHHYT B 1 nenp
nHpopMaLUK TyTeM NEePEerpy3KH TEXHUIECKUX cpazy mociue no3sHee § yacoB pabouee Bpems (1
cpencTB 00paboTku UH(OPMALIUK JTIOKHBIMH OOHapyKeHHUs MOCJIe MHIMCHTA yac B Hepabouee)
3assBKaMU Ha ee 00paboTKy BHYTPEHHUM WHLUJIEHTa
3JI0yMBIIIJIEHHUKOM B TEKYIIUH MOMEHT
BpEMEHHU
19. | OOHapyxeHue npousomie/ero hakra AnMuHHCTpaTopy AnmvunucTparopy He | 20 MUHYT B 1 nenn
OJIOKUPOBKH JIOCTYMA K 3aIHUIIIAeMOI cpazy mocyue mo3nHee § 4acoB pabouee Bpems (1
nHpopmanuu oOHapyXeHHs MOCJe NHIUICHTA gac B Hepabouee)
WHLUJIEHTa
20. | OmmOku monp30BaTeNel CUCTEMBI IPU AIMHHHCTpaATOPY AnMuHHCTpaTOpY He | 2 yaca B pabouee 1 nenp
skcrutyatarwu TC, IporpaMMHBIX CPEICTB, cpa3sy mocie mo3niHee § YacoB Bpems (12 gacoB B
CPEICTB U CHCTEM 3aIIUTH HH(OpPMAIIHHY, OOHapyXeHHS MOCJIe WHIUICHTA Hepabouee)
TIOBJIEKIIINE YTEPIO WK TTOBPEXKICHHUE WHIUICHTa
3anmiaeMoi nadopmanuu
21. | OmmOKu MONB30BaTENeH CUCTEMBI MIPU Hapymena pabora AIIMUHHCTpATOPY AMUHHCTpATOPY B 20 MEHYT 2 mHA
skcrutyatarwu TC, IporpaMMHBIX CPEICTB, OJTHOTO cpasy nocie TIepBEIi padoumii
CPE/ICTB M CHCTEM 3aIIUTHl HH(popManum, TIOTb30BATENS 0o0HapyKeHHS JICHb TI0CTIC
TIOBJIEKIINE HAPYIICHNE pabOTOCIIOCOOHOCTH WHIUICHTa WHIUICHTA
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Komy u B kakue

Komy u B kakune

N Kpurepun cpoxu cpoxu Cpok peanuzanun | Cpok peanusanuu
- Tun HeTATHON CUTyaUMuU HEITATHOM HeOTJ0KHBIX BcCeX HE00X0TUMBIX
n/n JIOKJIaIbIBaeTcs B AOKJIabIBaeTCs B N . .
CUTyalH AeiicTBmit MeponpusiTHii
padoyee BpeMs Hepabouee BpeMsi
TC ullO Hapymena pabora AMHUHHCTpATOPY ANMHUHHCTpaATOPY 20 MUHYT 1 nenp
TPYIIIEI cpa3sy nocie cpa3zy mocie
Nonb30BaTenein oOHapy>KeHHUs OoOHapy>KeHHs
WHIUJIEHTa WHIUJIEHTa
22. | Hdedexrsl, coon, oTkassl, aBapuu TC, Cooit TC u cucrem AMHUHHCTpaTOPY AnMHUHHCTpaTOPY 1 yac 2 nHs
nporpaMMHbIX cpencTB u cuctem ['MIC c cpasy mocie cpasy mocie
OOHapyKeHHUs OOHapyKeHHUs
WHIUJIEHTa WHIUJIEHTa
Otxka3 TC u cucrem AMHUHHCTpATOPY AnmMuHucTpatopy He | 1 yac B pabouee 1 nenp
I'1C, 3aTtponyBiunit cpa3y mocie no3jHee § 4acoB Bpemsi (8 4acoB B
paboTy rpyIIIbI O0OHapyXKeHHUS nocJie UHIUIEHTA Hepabouee)
MOJIb30BaTeNICH WHIAJICHTA
Otxka3 TC u cucrem AIMHHHCTpaTOPY AnMUHHCTpaATOPY B 1 yac 2 s
I'NC, 3atponyBinit cpasy nociue nepBblit pabounit
paboTy ofHOTO OOHapyKeHHUs JIeHb T10CTIe
I10JIB30BATCIIA HHOUACHTA HUHIOUJACHTA
Agapus TC u cucteM | AIMHHUCTPATOpY AnmuHuctpaTtopy He | 1 wac 1 nenp
I'mc cpazy mociue no3sHee § yacoB
OOHapyKeHUs MOCJIe MHIUJEHTA
MHLUIEHTa
23. | COowu, OTKa3bl U aBAPUU CUCTEM OOECIICUCHUST Co6oii cucrem OTBETCTBEHHOMY 32 OTBETCTBEHHOMY 32 1 yac 1 nenn
icC obecnieuenus I'IC MaTepHaJIbHO- MaTepHaJIbHO-
TEXHUIECKOE TEXHUIECKOE
obecrieueHue cpazy obecrieueHune B
MOoCJIe UHIIUACHTA TepBhIi padoumii
JIEHb TI0cTIe
WHLUJIEHTa
OTxka3 cucrem OTBETCTBEHHOMY 32 OTBETCTBEHHOMY 32 1 gac 1 nenp
obecrieuenns I IC, MaTepHaIbHO- MaTepHaIbHO-
3aTPOHYBIINI paboTy | TEXHUYECKOE TEXHUIECKOE
TPYIIIBI obecrieyeHne u obecrieyeHre u
TOTIh30BaTeNeH AIIMUHHCTpATOPY AIMUHHCTpATOPY
cpa3sy mocine cpa3sy mocine
OOHapyX)eHHS OoOHapyXeHHS
WHIUICHTa WHIMICHTA
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Komy u B kakue

Komy u B kakune

N Kpurepun cpoxu cpoxu Cpok peanuzanun | Cpok peanusanuu
- Tun HeTATHON CUTyaUMuU HEITATHOM HeOTJ0KHBIX BcCeX HE00X0TUMBIX
n/n JIOKJIaIbIBaeTcs B AOKJIabIBaeTCs B N . .
CUTyalH AeiicTBmit MeponpusiTHii
padoyee BpeMs Hepabouee BpeMsi
OTKa3 cucTeM OTBeTCTBEHHOMY 32 OTBeTCTBEHHOMY 32 1 gac 2 IHA
obecneuenns [UC, MaTepHaJIbHO- MaTepHaJIbHO-
3aTPOHYBLIMH paboTy | TEXHUYECKOE TEXHHYECKOE
OJTHOTO obecrnieueHne cpazy obecrieueHre B
10JIb30BATEIIS [IOCJIE UHIIUIEHTA nepBbIi pabounit
JIeHb T10CTIe
WHIUJIEHTa
ABapus cucteM OTBeTCTBEHHOMY 32 OTBEeTCTBEHHOMY 32 1 yac 1 nenp
obecneuenus [IC MaTepHaJIbHO- MaTepHaJIbHO-
TEXHUYECKOE TEXHUYECKOE
obecrnieueHue, obecrnieueHue,
AMHHHCTpaTOPY AMHUHHCTpaTOpY HE
cpa3sy nocie no3jiHee § 4yacoB
OOHapyKeHHUs TOCJIe MHIMCHTA
WHLUJIECHTA
24. | IlpupoaHsle ABJIEHUS, CTUXUHHBIE OENCTBUS, Pykosoautento, Pykosoauteinto, 10 MunyT 30 MuHyT
HECYIIME Yyrpo3y XKHU3HU UelIOBEKa 3aMECTHUTEISIM 3aMECTHUTEIISIM
PYKOBOIUTENS, PYKOBOIUTENS,
KOTOpBIE OIOBELIAIOT KOTOpBIE OMOBELIAIOT
BCEX CBOUX BCEX CBOUX
COTPYIHUKOB Cpazy COTPYIHUKOB Cpazy
MOCIIE TTOTY4EHHs HOCJIE TOTY4EHHs
uHdopmanun nHdopmanun
25. | [IpuponHsle siBIeHMs, CTUXUIHBIC OSICTBUS, HE PyxoBoauremnio, PyxoBoauremnio, 10 muHyT 1 gac
HECYIIHE Yyrpo3y XKHU3HU UeIOBEKa 3aMECTHUTEISIM 3aMECTHUTEIISIM
PykoBonurens, PykoBonurens,
AJIMHHHCTpaTOPY AJIMHHHCTpaATOPY

27




28



	ЗАЯВКА
	ЗАДАНИЕ

