IHAMATKA JUISA OBYYAIOIIIUXCA
O UHO®OPMAIIMOHHOM BE3OIMACHOCTH

HEJIb31

1. Bcem moapsix coodmiath CBOIO YacTHYIO HH(pOpMaIMio (HacTosue uMs, paMuinio, TenedoH, aapec,
HOMEp IIKOJIBL, a Takxke GoTorpaduu CBOH, CBOCH CEMbHU U JIPY3€ii);

2. OTKpbIBaTh BIOKEHHBIE (DAiiiIbl 2JIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIIS;

3. I'pyouts, mpuanparbes, OKa3pIBaTh JaBICHUE — BECTH Ce0sl HEBEXKIIMBO U arpecCUBHO;

4. He pacnopspkaiics JeHbIaMU TBOEHM ceMbU 0€3 pa3pelleHtsl CTapIlinX - BCEra clipallinBai
poauTeneu;

5. He Bcrpeuaiics ¢ VIHTepHET-3HAKOMBIMU B PEAJIbHOM KU3HU - IOCOBETYNUCS CO B3POCIBIM, KOTOPOMY
JIOBEPSECIIb.

OCTOPOXHO

1. He Bce mumyr npasay. Yurtaemsb o cebe HempaBiay B MHTepHere — cooOmu 00 3TOM CBOMM
POJUTENSIM UJTH OTIEKYHaM;

2. [TpurnamarT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS — IIPOBEPH, HET JIM MO/IBOXA;

3. Hezaxonnoe xomupoBanue ¢aiinoB B IHTEpHETE — BOPOBCTBO;

4. Beerpa pacckasbpiBail B3pOCIbIM O TTpo0IeMax B CETH — OHU BCET/a IIOMOTYT;

5. Ucnonb3yit HacTpoiiku O€30MacCHOCTH M TMPUBATHOCTH, YTOOBI HE MOTEPSITh CBOM AaKKAyHTHI B
COIICETSAX U JIPYTUX MOpTaiax.

MO’KHO

1. VBaxail npyrux noJyib3oBareiei;

2. [Tomp3yenibest MHTEpHET-UCTOYHUKOM — JIeJIaid CCHUIKY Ha HETO;

3. OTKpBIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6mAaThCs 3a MOMOILBIO B3POCIIBIM — POAUTENHN, ONEKYHBI U aIMUHUCTPALIUS CAlTOB BCEr1a IOMOTYT;

5. Ilpotinu obyuenue Ha caiite «CeTeBHYOK» U MOJYYH MactopT IU(POBOTO IpakIaHNHA!

NHPOPMAILIMOHHASA ITAMATKA U1 OBYUYAIOINUXCSA
JJIAA PASMEINEHUSA HA OPUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaxJpIM IOJIOM MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJbILIE, a IIKOJBHUKUA OJHHM U3 CaMbIX aKTHBHBIX
nosib3oBareneil Pynera. Mexay TeM, IOMHMO OIpOMHOIO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U
npo6semsl. OTa namsTKa JOJKHA IOMOYb TeOe 0e30I1aCHO HaXOUThCS B CETH.

KOMIIBIOTEPHBIE BUPYCbI
KomnbroTepHbIil BUPYC — 3TO Pa3HOBHJIHOCTh KOMIIBIOTEPHBIX HPOTrpaMM, OTIMYUTEIBHOH OCOOCHHOCTHIO
KOTOPOH SIBJIAETCSI CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B 1omnosjHEHHne K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM
MOJIHOCTBIO YHUYTOXKUTh Bce (ailfibl U JJaHHbIE, TOJAKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHH KOTOPOro Obula
3allyllleHa 3apaKE€HHas MIPOrpaMMa, a TAKKE IMOBPEAUTH WIM JaXKEe YHUUYTOXKUTh OIEPALMOHHYIO CHCTEMY CO
BceMH (aiiaaMu B 11e7I0M. B GONBIIMHCTBE Clly4aeB paclpoCTPaHAIOTCS BUPYChl Yepe3 UHTEPHET.

METO/IbI 3ALLIUTBI OT BPE/IJOHOCHBIX IIPOI'PAMM:.

1. Ucnionb3yil cOBpeMEHHBIE OINEpPALMOHHBIE CHUCTEMBI, MMEIOIIME CEpbE3HBIM YpOBEHb 3aIUTBHI OT
BPEIOHOCHBIX IIPOIPAMM;

2. [TocrostHHO ycTaHaBIMBal nadtu (LKU(POBbIE 3aIUIATKH, KOTOPble aBTOMAaTHUECKH YCTAHABJIMBAIOTCS
C 1IeJIbI0 TOpaOOTKU MPOrpaMMbl) U ApYTre OOHOBIIEHUS CBOEH onepallMoHHOM cucTeMbl. CkauuBail X TOJIBKO
¢ opunmangbHOro caifta padpadborunka OC. Eciu cymiecTByeT peskuM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKIIIOUU
€ro;

3. PaboTaii Ha cBoeM KOMITBIOTEpPE 0] [TpaBaMHy MOJIb30BATEN, @ HE aIMUHUCTpaTopa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOrPAaMM HHCTAJUIMPOBATHCS HA TBOEM NEPCOHAIIEHOM KOMITBIOTEPE;

4. Vicnonp3yit aHTUBMPYCHBIE MPOTPAMMHBIE MPOJTYKTHI H3BECTHBIX MPOU3BOJUTENEH, C
aBTOMATHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb GU3MUECKUI TOCTYI K KOMIIBIOTEPY JUIsl TIOCTOPOHHUX JIHIL;

6. Mcnonp3yit BHEIIHNE HOCUTENN UH(OPMAIUK, Takke Kak (pemka, 1McK win ¢aiiin u3 MHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX UICTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEpHBIE (aiiiIbl, MOTy4YSCHHBIE U3 HEHAAEKHBIX UCTOUHUKOB. Jlaxke Te (ailnbl,



KOTOpBIE MPHUCIaJ TBOW 3HAKOMBIH. Jlydllle yrouHu y HEro, OTIPABIISUI JIU OH TeOe HX.

CETHU WI-FI
Wi-Fi — 310 He BHJ mepenauyd JaHHBIX, HE TEXHOJOTHS, a BCcero Jumib Opena, mapka. Eme B 1991 roay
HUJIepIaHACKass KoMmaHus 3apeructpupoBana Opena « WECA», uro o6o3Hadano cioBocoderanue «Wireless
Fidelity», KoTOpBIil TepeBOAUTCS KaK «OECIPOBOIHAS TOYHOCTDY.

Jlo Hamero BpeMeHM Joljia apyras a0OpeBuarypa, KOTOpas SBISETCS TaKOM e TEXHOJIOTHEeH. ITo
abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLJIO JaHO C HAMEKOM Ha CTaHJAPT BBICIINKA 3BYKOBOUW TexHHkH Hi-
Fi, yTO B mepeBoie 03HaYaeT «BBICOKASI TOYHOCTDY.

Jla, GecriaTHBIM MHTEPHET-I0CTYII B Kade, OTENAX U adpONopTax SBISAETCS OTIMYHON BO3MOKHOCTBIO BBIXOIA
B MHTEpHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, uTo oOmmenoctynusie WiFi cetn He sSBisroTCs 6€30acHBIMH.

COBETBI 110 BPE3OIIACHOCTH PABOTE B OBLLE/IOCTYIIHBIX CETAX WI-FI:

1. He mepenaBaii cBoro nuunyto uH(popmanmio depe3 obmenoctynasie Wi-Fi cetn. PabGoras B HuX,
JKeJIaTeIbHO HE BBOJUTH NAPOJIM JOCTYIIA, JIOTUHBI U KAaKHE-TO HOMEPA;

2. Ucionp3yit 1 OOHOBIISH aHTUBHPYCHBIE MPOTPaMMBI M OpaHamayep. Tem cambIM ThI 00€30MacHIIb
ce0s OT 3aKayKu BUpYca Ha TBOE YCTPONCTBO;

3. [Ipu ucronb3oBarnu Wi-Fi otkimroun ¢yHkmuio «O0mumid qoctyn K ¢daiinaM u npuHTepam». JlanHas
(GyHKIMS 3aKppiTa [0 YMOJYaHHIO, OJHAKO HEKOTOpBIE I0JIb30BATENN AaKTHUBUPYIOT €€ s ynoOcTBa
HCIIOJIb30BaHUS B paboTe WK yueoe;

4. He ucnonb3yil nyomuuneiii WI-FI ans nepenaun nuyHBIX JaHHBIX, HalpuUMep JUId BbIXOJAa B
COLIMAJIbHBIE CETH WU B DJIEKTPOHHYIO MOYTY;

5. Umone3yi#t Tonwpko 3ammiienHoe coeauHenue uepe3 HTTPS, a ue HTTP, T.e. nmpu Habope BeG-aapeca
BBOJIU UMEHHO «https://»;

6. B moOwieHOM Tenmedone otkmoun QyHknuio «llogkmouenne k Wi-Fi aBromartmuecku». He
JIOTTyCcKall aBTOMAaTUYECKOTO MOJKII0UeHns ycTpoiicTBa k cetsiM Wi-Fi 6e3 TBoero cornacusi.

COLUAJIBHBIE CETHU
ConuanbHble CeTH aKTUBHO BXOJST B Hally >KU3Hb, MHOTHE JIIOAW pabOTalOT U KHUBYT TaM IMOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH MHIITHAPA YETOBEK, UYTO SBISACTCS OJHOM CEIBbMOM BCEX KUTEJICH IIaHETHI.
MHorue nojp30BaTeNN HE TOHUMAIOT, YTO HHPOPMALHs, pa3MEIeHHas MU B COIIUAIBHBIX CETSIX, MOXKET ObITh
HalIeHa U UCIOJIb30BaHa K€M YrOJIHO, B TOM YHUCIIE HE 0053aTeIbHO ¢ OJaruMyu HaMepeHUIMHU.

OCHOBHBIE COBETBI I10 BE3OIIACHOCTH B COLJUAJIbHBIX CETAX:

1. Orpannys cnMcoOK Apy3ei. Y TeOs B IPY3bsAX HE JOJHKHO ObITh CIIyYaliHBIX M HE3HAKOMBIX JIFOJICH;

2. 3amuinai cBO YacTHYIO *U3Hb. He yka3biBaii nmapoiu, TenedoHsbl, aapeca, 1aTy TBOCTO POKIACHUS U
JPYryro JUYHYI0 UHGOPMALUIO. 37I0YMBIIUIEHHUKA MOTYT HUCIIOJIb30BaTh Aa)Ke MH(DOPMAILIMIO O TOM, KaK Thl U
TBOU POJUTENH INIAHUPYETE IPOBECTH KAHUKYIIBI;

3. 3amuiai cBOI pemyTalnuio — JEp:KHU €€ B UYHMCTOTE M 3ajaBail cebe BOMpOC: XOTeN ObI Thl, YTOOBI
Jpyrue moJib30BaTeNy BUIENHU, YTO Thl 3arpyxkaems? [logymaii, npexe 4eM 4To-To OImyOJIUKOBaTh, HAMKUCATh
U 3arpy3UTh;

4. Ecnu Tl TOBOPHIIG C JIIOJIbMU, KOTOPBIX HE 3HAEIIb, HE MCIOJIB3YyH CBOE pealbHOE UMS U JIPYTYIO
JTUYHYI0 UHOPMALIUU: UMSI, MECTO JKUTEIHCTBA, MECTO yueObl U IpoYee;

5. U3berail pasmemenus gororpaduit B MutepHeTe, rae Thl M300paxKeH Ha MECTHOCTH, IO KOTOPOH
MO>KHO OIPEAETUTH TBOE MECTOIOJIOKEHHUE;

6. [Ipu perucrpanuu B COUMATBHON CETH HEOOXOAUMO HCIIOJIBb30BATh CIOXHbBIE MApPOJIU, COCTOSIINE U3
OykB 1 IU(p U ¢ KOJTMUECTBOM 3HAKOB HE MEHee §;

7. 1ns conuanbHOM CeTH, MOYTHl U APYTUX CAaWTOB HEOOXOAUMO MCIONB30BaTh pa3Hbie mapoiu. Torma
ecnu TeOs B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJIy4aT AOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

9JIEKTPOHHBIE JEHBI'N

DJNEeKTPOHHBIC JICHBIM — 3TO OYEHBb YAOOHBIN CIOCOO TUIATEXKEH, OJJHAKO CYIIECTBYOT MOIICHHUKH, KOTOPBIC
XOTST TMOJIYYUTh 3TH JCHBIH. DJCKTPOHHBIC JCHBI'M TMOSBWINCH COBCEM HEIABHO U MMEHHO HW3-3a ATOTO BO
MHOTHX TOCY/IapCTBAX JI0 CUX MOP HE MPOMKMCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (YHKIIMOHUPYIOT M O HUX YK€ MPOIKUCAHO B 3aKOHE, TJIe UX PA3JCNISIIOT Ha HECKOIBKO BH/IOB
- aHOHMMHBIC U HE aHOHUMHBIC. Pa3HHIIa B TOM, YTO aHOHMMHBIC - 3TO T€, B KOTOPBIX pa3periaeTcsi MPOBOUTh
orepanuu 0e3 HICHTU(DUKAIIUU T0JIb30BATEls, @ B HCAHOHUMHBIX HICHTH()HUKAINU TOJIH30BATENS SBIACTCS
00s13aTENILHOM.

Taxke crenyeT pas3inyarh 3JCKTPOHHBIE (HATHBIE JEHBIH (paBHBl TOCYJAapCTBEHHBIM BallOTaM) U



AIIEKTPOHHBIC He(pUaTHBIE IEHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI ITO FE30ITACHOH PAFOTE C JIEKTPOHHBIMH JJEHbI AMH:

1. IlpuBsxu K cueTy MOOMIBHBIN TernedoH. ITO caMblil yJOOHBI M OBICTPBIN CIIOCOO BOCCTAaHOBUTH
noctym K cuety. [IpuBsi3aHHbIi TeIeOH MOMOKET, €Ciii 3a0yAeTh CBOW IIATSKHBIN Mapobh WIX 3aiiIens Ha
CalT C HE3HAKOMOI'O YCTPOUCTBA;

2. Ucnonp3yit ogHOpa3oBbie mapom. [locie nmepexoaa Ha yCHIICHHYIO aBTOpH3AIHio TeOe yke He OyaeT
YIpOXaTh OMACHOCTb KPAKU MJIM IIEPEXBATA IJIATEKHOTO I1apoJIs;

3. BeiGepu croxxusiii naposis. [Ipectynaukam OyneT He IpOCTO Yraaarh CIOKHBIN mapoiib. HagexxHsie
[apOJIM — 3TO MapOJIH, KOTOPbIE COAEpKAT HE MEHEE § 3HAKOB U BKIIIOYAIOT B C€0sl CTPOYHBIE U MPOIUCHBIE
OyKBBI, TGPl 1 HECKOJBKO CUMBOJIOB, TAKHE KaK 3HAK J0JU1apa, PyHTa, BOCKIUIATEIbHBIN 3HAK U T.II.
Hampumep, $tROng!;;

4. He BBOJIM CBOU JIMUHBIE JJAHHBIC HA CaliTaX, KOTOPBIM HE JOBEPSEIIb.

SJIEKTPOHHASA TTOYTA
DNeKTpOHHAas MouYTa — 3TO TEXHOJIOTHS M IPENOCTaBIsIEMble €0 YCIYI'M IO MNEPEChUIKE U IMOJy4EHUIO
ANIEKTPOHHBIX COOOIIEHUM, KOTOPBIE pACHpPEAESIOTCS B KOMIBIOTEpHOUM ceTu. OOBIYHO 3IIEKTPOHHBIN
MOYTOBBIN SIIIUK BBINJISIAUT CJIEAYIONIUM 00pa3oM: UMs_TIOJIb30BaTeNsI(@uMs_AoMeHa. Takxke KpoMe mepenadn
MIPOCTOrO TEKCTA, UMEETCSI BO3MOYKHOCTD IepeiaBaTh (haiibl.

OCHOBHBIE COBETBI 110 BE30ITACHOH PAFOTE C 3JIEKTPOHHOH ITOYTOH:

1. Hago BeIOpaTh MpaBHIIbHBIN MOYTOBBIA cepBHC. B HMHTEepHETE ecTh OrpOMHBIA BBIOOpP OECIUIaTHBIX
MMOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIe JOBEPATH TEM, KOTO 3HACIIb U KTO TIEPBBIN B PEHTHHTE;

2.He yka3piBaii B JIMYHOW TmodTe JMYHYI0 WHPopmanuio. Hampumep, mydme BbBIOpaTh
«MY3bIKaIbHBIN _(paHaT@» unn «pok2013» BMecTo «remal3»;

3. Ucrionp3yit IBYXATAamHYKO aBTOPU3ANHMIO. DJTO KOTJa TIOMHMO TMapoyisi HYKHO BBOJUTH KO,
IpuchUIaeMbIid o SMS;

4. Beibepu CIIOKHBIM Taposib. s Kaka0ro TOYTOBOTO SAIIMKA JOJDKEH OBITh CBOW HAJIGKHBIH,
YCTOWYHUBBIN K B3JIOMY [apOJib;

5. Ecniu ecTh BOBMOYKHOCTB HAITMCATh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTD;

6. Mconb3yli HECKOJIBKO TIOYTOBBIX SIIIMKOB. [lepBBIid JuUIsi YacTHOW TEPENMUCKHA C aapecaTaMu,
KOTOPBIM Thl JIOBEpsielllb. DTO AJIEKTPOHHBIN aJpec He HaJ0 HCMOJb30BaTh MPU perucTpanuu Ha ¢opymax u
caiitax;

7. He otkpeiBail Qaiiniel 1 Apyrue BIOXKEHUS B MUCbMAaX JaXe €CiIM OHU MPUIUIA OT TBOMX JIPY3€H.
Jlyuyiie yTo4HM y HUX, OTIIPABIISUTU JIU OHU TeOe 3T (aiiibl;

8. [locne okoHyaHust pabOTHl Ha MOYTOBOM CEpPBHUCE IEpe]l 3aKPhITUEM BKJIAJKU C callToM He 3a0ynb
Ha)kaTb Ha «BpIiTH».

KUBEPBYJUIMHI' — mupecienoBaHue COOOIICHUSAMHU, COJEPXKAIUMH OCKOPOJICHHUS, arpeccuro,
3alyTMBaHKE; XYJIUTaHCTBO; COLMAIbHOE OOHKOTHPOBAHUE C MMOMOIIBIO PA3IMYHBIX HHTEPHET -CEPBHUCOB.

OCHOBHBIE COBETBI 110 bOPBBE C KHBEPBYILUTHHI OM:

1. He Opocaiics B 60i. Jlyuymuii cmoco6: mocoBeToBaThes Kak ceOs BECTH U, €CIM HET TOro, K KOMY
MO>KHO OOpaTUThCS, TO BHAYalle YCIOKOUThCA. Eciu Thl HauHeNb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOPOICHMUS,
TO TOJIBKO ere OOJIbIIe pa30ioKellb KOH(IIUKT;

2. YrpaBisii cBoelt Kubeppernyranuei;

3. AHOHUMHOCTh B ceTd MHHMMas. CyIIecTBYIOT CIOCOOBI BBISICHUTb, KTO CTOUT 33 aHOHHUMHBIM
aKKayHTOM;

4. He cTouT BeCcTH XyJIUTaHCKUI 00pa3 BUPTYyalbHOH ku3HU. IHTEepHET pUKCUpYeT Bce TBOM JIEHCTBUS
U COXpaHseT UX. YAaIuTh UX OyAeT KpaitHe 3aTpyTHUTENBHO;

5. Cobmrozait cBOM BUPTYAIbHYIO YECTh CMOJIONY;

6. UrHopupyit  enuHuuHbld  HeratuB. OpHOpa3oBble  OCKOPOUTENbHBIE  COOOLICHHS  JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcst Ha Ha4yalbHOU CTa M,

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHHUSMM, B COIMATBHBIX CETSIX €CTh
BO3MO’KHOCTh OJIOKHPOBKH OTIIPABKH COOOIIEHHH C ONPEIeTICHHBIX aIpecoB;

8. Ecnu ThI cBUeTENb KMOEpOyiuHra. TBOM AeicTBUSA: BBICTYNIUTh MIPOTHUB MpeciieoBaTeNs, I0Ka3aTh
€My, UYTO €ro JICHCTBUS OLIEHWBAIOTCS HETAaTUBHO, MOJAJEPKATh KEPTBY, KOTOPOH HY)KHA ICHXOJOrMYecKas
MIOMOIIIb, COOOIINUTH B3POCIIBIM O (paKTe arpecCUBHOTO MOBEJICHUS B CETH.



MOBWJIbHBIA TEJE®OH
CoBpemMeHnHble cMapTHOHBI M IJIAHIIETHI COJEpKAaT B ceOe BIOJHE B3POCIHBIM (YHKIHMOHAN, W TENeph OHU
MOTYT KOHKYPHUPOBaThb CO CTAallMOHAPHBIMHU KoMIlbloTepaMu. OJHAKO, CPEICTB 3alIUTHI s MOJO0OHBIX
YCTPOICTB NOKa 04E€Hb Majo. TecTupoBaHHE U OUCK YS3BUMOCTEN B HUX IPOUCXOJUT HE TaK HHTEHCUBHO, KaK
s [IK, To e camoe kacaercs U MOOWIBHBIX TpuiioxkeHuil. COBpeMEHHBIE MOOWIIBHBIE Opay3ephl YxKe
MPAKTUYECKH JIOTHATN HACTOJbHBIC aHAJIOTH, OJHAKO paclimpeHue (yHKIIMOHATA BJIeYeT 3a co00il OOIbIIyIO
CIIOKHOCTh M MEHBIIYIO 3allMIIEHHOCTh. Jlajeko He BCE NPOU3BOJUTENN BBIIYCKAalOT OOHOBJIECHUS,
3aKpbIBAIOLIUE KPUTUYECKUE YA3BUMOCTHU Il CBOUX YCTPOMCTB.

OCHOBHBIE COBETBI JUIA BE3OIIACHOCTH MOBHJ/IBHOI'O TEJIE@OHA:

1. Hwuuero He sBiIsIETCS MO-HACTOSAIIEMY OecIIaTHBIM. Byib ocToposkeH, Beap Korna Tede mpeiararoT
OecruiaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHE-TO TUIATHBIE YCIYTH;

2. Jlymaii, mpexxe ueM oTnpaButh SMS, ¢poTo i Buaeo. Trl TOYHO 3HACIIb, T/Ie OHU OyIyT B
KOHEYHOM uTOre?

3. HeobOxommMo 0OHOBIISITE ONEPAIIMOHHYIO CHCTEMY TBOETO cMapT(doHa;

4. Vlcrionb3yii aHTUBUPYCHBIE TPOrPAMMBI /1711 MOOMIIBHBIX TEJIEe(POHOB.

5. He 3arpyxaii mpuiiokeHust OT HEU3BECTHOI'O UCTOYHHKA, BEb OHU MOTYT COJEPKaTh BPEJOHOCHOE
MIPOrpaMMHOE 00ECTIEYEHHE;

6. [Tocne TOro Kak ThI BBIMIEIIb C CaiiTa, I/1e BBOAWII JIMYHYIO HHPOPMAIIHIO, 32l B HACTPOIKHU
Opay3epa u ynanu cookies;

7. [leproimyecku MpoBepsii Kakue MiIaTHbIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEDPE;

8. laBaii cBOIf HOMep MOOMIIBHOTO Tene(OoHa TOJBKO JTFOIIM, KOTOPBIX ThI 3HACIIh U KOMY JTOBEPSIEIIb;

9. Bluetooth momkeH OBITH BRIKIIIOUEH, KOT/Ia THI MM HE TOJIb3yenbesi. He 3a0bIBait HHOTIa TPOBEPATH
3TO.

ONLINE UI'PbI
CoBpeMeHHbIe OHJIaH-UTPBl — 3TO KPACOUHBIE, 3aXBATHIBAIOILIME PA3BICUYCHUS, 00bEIUHSIONINE COTHU THICSY
YeloBeK Mo BceMy Mupy. Urpoku ucCienyioT JaHHBIA UM MHp, OOIIAIOTCS APYT C APYTrOM, BBIMIOJIHSIOT
3a/laHus, CPaKAIOTCA C MOHCTPAaMHM M TOJY4aroT OMBIT. 3a YAOBOJLCTBHE OHU IJIATAT: MOKYMAIOT JHUCK,
OIIaYMBAIOT a0OHEMEHT WM NPHOOpEeTaloT Kakue-To onuuu. Bce 3T cpeicTtBa uMAyT Ha MOJJEp)KaHHUE U
pa3BUTHE UIPHI, a TaKXKe Ha caMy 0€30MacHOCTh: COBEPILEHCTBYIOTCS CHCTEMbI aBTOPU3AIIMH, BBITYCKAIOTCS
HOBBIE MaTuu (UU(POBBIE 3aIUIATKU AJIsl POTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH cepBepoB. B 1momoOHbBIX Urpax
CTOUT OINAacaThCsi HE CTOJHKO CBOUX COMNEPHUKOB, CKOJBKO KPa)KW TBOErO MapoJisi, Ha KOTOPOM OCHOBaHA
CHCTEMa aBTOPHU3AIMK OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 BE3OITACHOCTHU TBOEI'O UTPOBOI'O AKKAYHTA:

1. Ecnu npyroit urpok Bezet ceds MI0X0 WK co3aeT Tede HEPUATHOCTH, 3a0JIOKUPYIl €ro B CIIUCKe
UTPOKOB;

2. [Moxanyiics aqMUHICTPATOPaM UrPhI Ha TJIOXOE MOBEJCHHUE STOT0 UIPOKa, JKeTIaTeNbHO MPUIOKHUTD
KaKHe-TO J0Ka3aTeIbCTBA B BUAE CKPUHOB;

3. He ykaspiBaiil tnuHyto nHdopmaiuio B npodaiise urpsi;

4. YBaxail Ipyrux y4acTHUKOB 10 UIPE;

5. He ycranaBnuBait HeouinagbHble TATYU U MOJIBL;

6. Ucnonb3yit ciioKHbBIE U pa3HbIe MapoJiy;

7. Jlaxke BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBHUpPYC. [Ioka Thl UTrpaelib, TBOM KOMIBIOTEP MOTYT
3apa3uTh.

OUIIHUHI" UJIN KPAJXKA JIMYHBIX JAHHBIX
OObIUHOM Kpaskel JeHer W JIOKyMEHTOB CEerojHs YK€ HUKOTO HE YJIUBHIIb, HO C pPa3BUTHEM HHTEpPHET-
TEXHOJIOTUH 3JI0YMBIIIJICHHUKH MEPEMECTHIINCH B MHTEPHET, U MPOJ0IDKAIOT 3aHUMAThCS «IIOOMMBIMY JIEJIOM.
Tak mosiBMIIacCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UILUHT, IJ1aBHAs 1€ KOTOPOIO COCTOUT B
MOJIydYeHUN KOH(HIEHIMAIbHBIX JaHHBIX I0JIb30BaTeNel — JIOrMHOB M mapoJiell. Ha aHrimiickoMm si3bike
phishing untaercs kak ¢pummuHr (ot fishing — peiOHas noBis, password — Hapob).
OCHOBHBIE COBETHI 110 bOPBBE C ®HIIITHHI OM:
1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI MOJ03peBaelilb, YTO TBOSI aHKETa Obli1a B3JIOMaHa, TO
HE00X01MMO 3a0JIOKUPOBATH €€ U COOOLIUTh aIMUHUCTPATOPaM pecypca 00 TOM Kak MOXKHO CKOPEe;
2. Vctionw3yii 6e30macHbIe B€O-CalThI, B TOM YUCIIE, MHTEPHET-Mara3uHOB U MOMCKOBBIX CHCTEM;



3. Ucnonp3yii ciioskHbIE U pa3Hble mapou. Takum oO6pa3om, eciiu Te0st B3IIOMAIOT, TO 37I0YMBIIUICHHUKH
MOJTy4aT AOCTYH TOJBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMaH, TO HEOOXO0JMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE 100aBJIECHBI Y
Te0s B PY3bsIX, O TOM, UTO TeOsl B3JIOMAJIX U, BOBMOXKHO, OT TBOEr0 MMEHU OyJEeT pacChllaThCs CIIaM M CCHUIKH
Ha (QUIIHHTOBBIC CANTHI;

5. YcranoBu Hagexusiid napois (PIN) Ha MoOunbHbIA TenedoH;

6. OTKIOUM COXpaHeHue maposisi B Opaysepe;

7. He otkpeiBaii (haiinbl M Jpyrue BIOXKEHHS B MUChMAax JaXe €CIM OHU NPUILIM OT TBOUX IpPY3eil.
Jlydie yTo4HH y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (paiiibl.

HUDPPOBASA PEITYTALIUA
[Mudposas penyranus — 3TO HEraTUBHAS WM MMO3UTHBHAsA MHpopManus B cetu o Tebe. Kommpomerupyromas
nHboOpManys pa3MENICHHAs B HHTEPHETE MOXET CEPhe3HBIM 00pa3oM OTPA3UTHCS HA TBOCH PEabHOM KHU3HH.
«udposas penyranus» - 3T0 TBOM UMUK, KOTOpBIA (popMupyercss u3 uHbopManuu o Tede B MHTEpHETE.
TBoe MecTO >XKHUTENbCTBa, y4eObl, TBO€ (DMHAHCOBOE IMOJIOKEHHWE, OCOOCHHOCTH XapakTepa U pacckasbl O
ONMU3KMX — BCE 3TO HAKAIUIMBAETCA B CeTU. MHOTME MOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K ITyOJMKaluu
au4HOM nHpopManun B IHTepHeTe, He MOHMMAst BO3MOXHBIX nociencTBUM. Thl Jake HEe CMOXKEIlb J0ragaTbes
o ToM, 4To (oTtorpadus, pa3MelleHHas 5 JeT Ha3aj, cTajla NPUYUMHOM OTKa3a HPUHATH TeOs Ha padoTy.
KomMmeHnTapuu, pazmerienue TBoux gororpaduil U Apyrue IeiCTBUS MOTYT HE MCUE3HYTh Ja)e IOoCcie TOro,
KaK Thl UX yAaJdulllb. Thl HE 3HaEIIb, KTO COXPAaHWI 3Ty HH(POPMAIHIO, TI0Taja JIM OHA B IOMCKOBBIE CUCTEMBI U
COXpaHUJIACh JIM OHA, a IJaBHOE: YTO MOJYMAaIOT O Tebe OKpYyKarollee JII0IU, KOTOpble HAaWAYT U YBUIAT 3TO.
Haiitn uHpOpM™MaImo MHOTO JIET CIYCTSI CMOXET JI000H - Kak U3 J0OpbIX MOOYKIEHHUH, TaKk U ¢ HAMEPEHHEM
MPUYUHUTE Bpel. ITO MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI IT0O 3AIIJUTE ITH®POBOH PEITYTAIIHH.

1. [Toxymaii, npex e 4em 4To-To MyOIMKOBATh U MepeaBaTh y cedst B 00re WK B COLIUATIbHON CETH;

2. B Hactpoiikax npoduisi ycTaHOBH OTpaHUYEHUsI HA IPOCMOTP TBOETO MPO(PUIISL U €r0 COAECPKUMOTO,
CeNail ero TOJbKO «JJIsl APY3€ei»;

3. He pa3memaii u He yka3biBail HHMOPMAIIO, KOTOPas MOXKET KOro-IM00 OCKOPOJIATh WM OOMIKATh.

ABTOPCKOE ITPABO
CoBpeMeHHbIE HIKOJbHUKM — AKTUBHBIE I0JIb30BAaTEIM LU(PPOBOro mpocrpaHcTBa. OpHAKO Jaleko HE Bce
3HAIOT, YTO I[OJb30BaHME€ MHOTMMH BO3MOXHOCTSMM IM(poBOro Mupa TpeOyeT coOIIOfEHHUs IpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb. T€PMUH «HHTEIUICKTYyaJlbHAsi COOCTBEHHOCThY» OTHOCUTCS K Pa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOIO yMa, HAUMHAs C HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIONIUX COOCTBEHHOCTh Ha
OPOAYKTHl W YCIYyTM , W 3aKaH4YMBasg KHHUraMu, QortorpadusimMu, KUHOQUIbMAMM U MYy3bIKaJIbHBIMHU
IIPOU3BEJCHUAMU. ABTOPCKUE MpaBa — 3TO IpaBa Ha HMHTEIUIEKTyalbHYI0 COOCTBEHHOCTb Ha NPOU3BEICHMS
HAyKd, JIMTEpaTypbl W HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYHNAlOT B KayeCTBE TIapaHTUU TOIO, YTO
MHTEJUIEKTYa IbHbIN/TBOPUECKUI TPy aBTOpa He OyAeT HampacHbIM, JacT €My CIpaBeUIMBbIE BO3MOXKHOCTH
3apa0oTaTh Ha pe3yibTaTax CBOETO TPyJa, HNOJIyYUTh M3BECTHOCTh M NpusHaHue. Hukro Ge3 pasperieHus
aBTOpa HE MOYKET BOCIHPOM3BOJIUTH €ro IPOU3BEACHUE, PACIPOCTPAHATh, IIYOJIMYHO JEMOHCTPHPOBATS,
POJaBaTh, UMIIOPTUPOBATH, IYCKATh B MPOKAT, MyOJIMYHO MCIOJHATH, MOKA3bIBATH/UCHOIHATE B 3(UpPE WU
pasmemiath B MHTepHere. Mcnoiab3oBaHHE «IIMPATCKOI0» MPOrpaMMHOIO 00eCHeueHHs] MOXET NMPUBECTU K
MHOTHUM pHCKaM: OT MOTEpH JaHHBIX K TBOMM aKKayHTaM [0 OJIOKMPOBKM TBOETrO0 YCTPOWCTBa, TIAe
YCTaHOBJICHHBIN He JeraipHas nporpamMma. He cTouT Tarke 3a0bIBaTh, YTO CYIIECTBYET JIErajbHbIE U
OecrulaTHbIE IPOTPAMMBI, KOTOPbIE MOYKHO HAlTH B CETH.

O IIOPTAJIE. CetreBu4ok.p — TBOW TIJIaBHBIH COBETYHMK B CETH. 37€Chb Thl MOXKEIIb Y3HaTh O
0€30MaCHOCTH B CETH MOHATHBIM U JOCTYHHBIM S3bIKOM, a NPH BO3HUKHOBEHUHM KPUTHYECKOW CUTyalluu
00paTUTHCS 32 COBETOM. A TakXke NMPUHATh Y4acTHE B KOHKYpPCaX M CTaTh CaMbIM IIU(PPOBBIM IpakIaHUHOM !



